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DEPARTMENT OF HEALTH AND HUMAN SERVICES

Office of the Secretary

45 CFR Parts 170 and 171

RIN 0955-AA01

215t Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT
Certification Program

AGENCY : Office of the National Coordinator for Health Information Technology (ONC),
Department of Health and Human Services (HHS).

ACTION: Proposed rule.

SUMMARY:: This proposed rule would implement certain provisions of the 21% Century Cures
Act, including conditions and maintenance of certification requirements for health information
technology (health IT) developers under the ONC Health IT Certification Program (Program),
the voluntary certification of health IT for use by pediatric health care providers, and reasonable
and necessary activities that do not constitute information blocking. The implementation of these
provisions would advance interoperability and support the access, exchange, and use of
electronic health information. The proposed rule would also modify the 2015 Edition health IT
certification criteria and Program in additional ways to advance interoperability, enhance health
IT certification, and reduce burden and costs.

DATES: To be assured consideration, written or electronic comments must be received at one of
the addresses provided below, no later than 5 p.m. on [INSERT DATE 60 DAYS AFTER THE

DATE OF PUBLIC INSPECTION IN THE FEDERAL REGISTER].

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly
from the published document if minor editorial changes have been made during the OFR review
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ADDRESSES: You may submit comments, identified by RIN 0955-AA01, by any of the

following methods (please do not submit duplicate comments). Because of staff and resource

limitations, we cannot accept comments by facsimile (FAX) transmission.

Federal eRulemaking Portal: Follow the instructions for submitting comments. Attachments
should be in Microsoft Word, Microsoft Excel, or Adobe PDF; however, we prefer Microsoft

Word. http://www.requlations.gov.

Regular, Express, or Overnight Mail: Department of Health and Human Services, Office of
the National Coordinator for Health Information Technology, Attention: 21% Century Cures
Act: Interoperability, Information Blocking, and the ONC Health IT Certification Program
Proposed Rule, Mary E. Switzer Building, Mail Stop: 7033A, 330 C Street, S.W.,
Washington, D.C. 20201. Please submit one original and two copies.

Hand Delivery or Courier: Office of the National Coordinator for Health Information
Technology, Attention: 21 Century Cures Act: Interoperability, Information Blocking, and
the ONC Health IT Certification Program Proposed Rule, Mary E. Switzer Building, Mail
Stop: 7033A, 330 C Street, S.W., Washington, D.C. 20201. Please submit one original and
two copies. (Because access to the interior of the Mary E. Switzer Building is not readily
available to persons without federal government identification, commenters are encouraged

to leave their comments in the mail drop slots located in the main lobby of the building.)

Enhancing the Public Comment Experience: To facilitate public comment on this proposed rule,

a copy will be made available in Microsoft Word format on ONC’s website

(http://www.healthit.gov). We believe this version will make it easier for commenters to access

and copy portions of the proposed rule for use in their individual comments. Additionally, a
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separate document (“public comment template”) will also be made available on ONC’s website
(http://www.healthit.gov) for the public to use in providing comments on the proposed rule. This
document is meant to provide the public with a simple and organized way to submit comments
on proposals and respond to specific questions posed in the preamble of the proposed rule. While
use of this document is entirely voluntary, we encourage commenters to consider using the
document in lieu of unstructured comments, or to use it as an addendum to narrative cover pages.
We believe that use of the document may facilitate our review and understanding of the
comments received. The public comment template will be available shortly after the proposed
rule publishes in the Federal Register. This short delay will permit the appropriate citation in
the public comment template to pages of the published version of the proposed rule.

Inspection of Public Comments: All comments received before the close of the comment period
will be available for public inspection, including any personally identifiable or confidential
business information that is included in a comment. Please do not include anything in your
comment submission that you do not wish to share with the general public. Such information
includes, but is not limited to: a person’s social security number; date of birth; driver’s license
number; state identification number or foreign country equivalent; passport number; financial
account number; credit or debit card number; any personal health information; or any business
information that could be considered proprietary. We will post all comments that are received
before the close of the comment period at http://www.regulations.gov.

Docket: For access to the docket to read background documents or comments received, go to
http://www.regulations.gov or the Department of Health and Human Services, Office of the

National Coordinator for Health Information Technology, Mary E. Switzer Building, Mail Stop:
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7033A, 330 C Street, S.W., Washington, D.C. 20201 (call ahead to the contact listed below to
arrange for inspection).

FOR FURTHER INFORMATION CONTACT: Michael Lipinski, Office of Policy, Office of
the National Coordinator for Health Information Technology, 202-690-7151.
SUPPLEMENTARY INFORMATION:
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I. Executive Summary
A. Purpose of Regulatory Action
ONC is responsible for the implementation of key provisions in Title IV of the 21% Century

Cures Act (Cures Act) that are designed to advance interoperability; support the access, exchange,
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and use of electronic health information; and address occurrences of information blocking. This
proposed rule would implement certain provisions of the Cures Act, including Conditions and
Maintenance of Certification requirements for health information technology (health IT)
developers, the voluntary certification of health IT for use by pediatric health providers, and
reasonable and necessary activities that do not constitute information blocking. In addition, the
proposed rule would implement parts of section 4006(a) of the Cures Act to support patient
access to their electronic health information (EHI), such as making a patient’s EHI more
electronically accessible through the adoption of standards and certification criteria and the
implementation of information blocking policies that support patient electronic access to their
health information at no cost. Additionally, the proposed rule would modify the 2015 Edition
health IT certification criteria and ONC Health IT Certification Program (Program) in other ways
to advance interoperability, enhance health IT certification, and reduce burden and costs.

In addition to fulfilling the Cures Act’s requirements, the proposed rule would contribute
to fulfilling Executive Order (EO) 13813. The President issued EO 13813 on October 12, 2017,
to promote health care choice and competition across the United States. Section 1(c) of the EO,
in relevant part, states that government rules affecting the United States health care system
should re-inject competition into the health care markets by lowering barriers to entry and
preventing abuses of market power. Section 1(c) also states that government rules should
improve access to and the quality of information that Americans need to make informed health
care decisions. For example, as mentioned above, the proposed rule focuses on establishing
Application Programming Interfaces (APIs) for several interoperability purposes, including

patient access to their health information without special effort. The API approach also supports
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health care providers having the sole authority and autonomy to unilaterally permit connections
to their health IT through certified API technology the health care providers have acquired. In
addition, the proposed rule provides ONC’s interpretation of the information blocking definition
as established in the Cures Act and the application of the information blocking provision by
identifying reasonable and necessary activities that would not constitute information blocking.
Many of these activities focus on improving patient and health care provider access to electronic
health information and promoting competition.
B. Summary of Major Provisions and Clarifications

1. Deregulatory Actions for Previous Rulemakings

Since the inception of the Program, we have aimed to implement and administer the
Program in the least burdensome manner that supports our policy goals. Throughout the years,
we have worked to improve the Program with a focus on ways to reduce burden, offer flexibility
to both developers and providers, and support innovation. This approach has been consistent
with the principles of Executive Order 13563 on Improving Regulation and Regulatory Review
(February 2, 2011), which instructs agencies to “determine whether any [agency] regulations
should be modified, streamlined, expanded, or repealed so as to make the agency’s regulatory
program more effective or less burdensome in achieving the regulatory objectives.” To that end,
we have historically, where feasible and appropriate, taken measures to reduce burden within the
Program and make the Program more effective, flexible, and streamlined.

ONC has reviewed and evaluated existing regulations to identify ways to administratively
reduce burden and implement deregulatory actions through guidance. In this proposed rule, we

also propose potential new deregulatory actions that will reduce burden for health IT developers,
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providers, and other stakeholders. We propose six deregulatory actions in section I11.B: (1)
removal of a threshold requirement related to randomized surveillance which allows ONC-
Authorized Certification Bodies (ONC-ACBSs) more flexibility to identify the right approach for
surveillance actions, (2) removal of the 2014 Edition from the Code of Federal Regulations
(CFR), (3) removal of the ONC-Approved Accreditor (ONC-AA) from the Program, (4) removal
of certain 2015 Edition certification criteria, (5) removal of certain Program requirements, and
(6) recognition of relevant Food and Drug Administration certification processes with a request
for comment on the potential development of new processes for the Program.

2. Updates to the 2015 Edition Certification Criteria

This rule proposes to update the 2015 Edition by not only proposing criteria for removal,
but by proposing to revise and add new certification criteria that would establish the capabilities
and related standards and implementation specifications for the certification of health IT.

a. Adoption of the United States Core Data for Interoperability (USCDI) as a
Standard

As part of ONC’s continued efforts to assure the availability of a minimum baseline of
data classes that could be commonly available for interoperable exchange, we adopted the 2015
Edition “Common Clinical Data Set” (CCDS) definition and used the CCDS shorthand in several
certification criteria. However, the CCDS definition also began to be colloquially used for many
different purposes. As the CCDS definition’s relevance grew outside of its regulatory context, it
became a symbolic and practical limit to the industry’s collective interests to go beyond the
CCDS data for access, exchange, and use. In addition, as we move further towards value-based

care, the need for the inclusion of additional data classes that go beyond clinical data is
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necessary. In order to advance interoperability, we propose to remove the CCDS definition and
its references from the 2015 Edition and replace it with the “United States Core Data for
Interoperability.” We propose to adopt the USCDI as a standard, naming USCDI Version 1
(USCDI v1) in § 170.213 and incorporating it by reference in 8§ 170.299. The USCDI standard, if
adopted, would establish a set of data classes and constituent data elements that would be
required to be exchanged in support of interoperability nationwide. To achieve the goals set forth
in the Cures Act, ONC intends to establish and follow a predictable, transparent, and
collaborative process to expand the USCDI, including providing stakeholders with the
opportunity to comment on the USCDI’s expansion. Once the USCDI is adopted in regulation
naming USCDI v1, health IT developers would be allowed to take advantage of a flexibility
under the Maintenance of Certification real world testing requirements, which we refer to as the
“Standards Version Advancement Process” (described in section VI1.B.5 of this proposed rule).
The Standards Version Advancement Process would permit health IT developers to voluntarily
implement and use a new version of an adopted standard, such as the USCDI, so long as the
newer version was approved by the National Coordinator through the Standards Version
Advancement Process for use in certification.
b. Electronic Prescribing

We propose to update the electronic prescribing (e-Rx) SCRIPT standard in 45 CFR
170.205(b) to NCPDP SCRIPT 2017071, which would result in a new e-Rx standard eventually
becoming the baseline for certification. We also propose to adopt a new certification criterion in
§ 170.315(b)(11) for e-Rx to reflect these updated proposals. ONC and CMS have historically

maintained complementary policies of maintaining aligned e-Rx and medical history (MH)
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standards to ensure that the current standard for certification to the electronic prescribing
criterion permits use of the current Part D e-Rx and MH standards. This proposal is made to
ensure such alignment as CMS recently finalized its Part D standards to NCPDP SCRIPT
2017071 for e-RX and MH, effective January 1, 2020 (83 FR 16440). In addition to continuing
to reference the current transactions included in § 170.315(b)(3), in keeping with CMS' final
rule, we also propose to require all of the NCPDP SCRIPT 2017071 standard transactions CMS
adopted at 42 CFR 423.160(b)(2)(iv).
c. Clinical Quality Measures — Report

We propose to remove the HL7 Quality Reporting Document Architecture (QRDA)
standard requirements from the 2015 Edition “CQMs — report” criterion in § 170.315(c)(3) and,
in their place, require Health IT Modules to support the CMS QRDA Implementation Guide
(1Gs).* This would reduce the burden for health IT developers by only having to support one
form of the QRDA standard rather than two forms (i.e., the HL7 and CMS forms).

d. Electronic Health Information Export

We propose a new 2015 Edition certification criterion for “electronic health information
(EHTI) export” in § 170.315(b)(10), which would replace the 2015 Edition “data export”
certification criterion (8 170.315(b)(6)) and become part of the 2015 Edition Base EHR
definition. The proposed criterion supports situations in which we believe that all EHI produced
and electronically managed by a developer’s health IT should be made readily available for
export as a standard capability of certified health IT. Specifically, this criterion would: (1) enable

the export of EHI for a single patient upon a valid request from that patient or a user on the

1 https://ecqi.healthit.gov/grda-quality-reporting-document-architecture
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patient’s behalf, and (2) support the export of EHI when a health care provider chooses to
transition or migrate information to another health IT system. This criterion would also require
that the export include the data format, made publicly available, to facilitate the receiving health
IT system’s interpretation and use of the EHI to the extent reasonably practicable using the
developer’s existing technology.

This criterion provides developers with the ability to create innovative export capabilities
according to their systems and data practices. We do not propose that the export must be
executed according to any particular standard, but propose to require that the export must be
accompanied by the data format, including its structure and syntax, to facilitate interpretation of
the EHI therein. Overall, this new criterion is intended to provide patients and health IT users,
including providers, a means to efficiently export the entire electronic health record for a single
patient or all patients in a computable, electronic format.

e. Application Programming Interfaces (APIs)

We propose to adopt a new API criterion in § 170.315(g)(10), which would replace the
“application access — data category request” certification criterion (8 170.315(g)(8)) and become
part of the 2015 Edition Base EHR definition. This new “standardized API for patient and
population services” certification criterion would require the use of Health Level 7 (HL7®) Fast
Healthcare Interoperability Resources (FHIR®) standards? and several implementation
specifications. The new criterion would focus on supporting two types of API-enabled services:
(1) services for which a single patient’s data is the focus and (2) services for which multiple

patients’ data are the focus.

2 https://www.h17.org/fhir/overview.html
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f. Privacy and Security Transparency Attestations

We propose to adopt two new privacy and security transparency attestation certification
criteria, which would identify whether certified health IT supports encrypting authentication
credentials and/or multi-factor authentication. In order to be issued a certification, we propose to
require that a Health IT Module developer attest to whether the Health IT Module encrypts
authentication credentials and whether the Health IT Module supports multi-factor
authentication. These criteria are not expected to place additional burden on health IT developers
since they do not require net new development or implementation to take place in order to be
met. However, certification to these proposed criteria would provide increased transparency and
potentially motivate health IT developers to encrypt authentication credentials and support multi-
factor authentication, which could help prevent exposure to unauthorized persons/entities.

g. Data Segmentation for Privacy and Consent Management

In the 2015 Edition, we adopted two “data segmentation for privacy” (DS4P) certification
criteria, one for creating a summary record according to the DS4P standard and one for receiving
a summary record according to the DS4P standard. Certification to the 2015 Edition DS4P
criteria focus on data segmentation only at the document level. As noted in the 2015 Edition final
rule (80 FR 62646) — and to our knowledge still an accurate assessment — certification to these
criteria is currently not required to meet the Certified EHR Technology definition (CEHRT) or
required by any other HHS program. Since the 2015 Edition final rule, the health care industry
has engaged in additional field testing and implementation of the DS4P standard. In addition,
stakeholders shared with ONC — through public forums, listening sessions, and correspondence —

that focusing certification on segmentation to only the document level does not permit providers
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the flexibility to address more granular segmentation needs. Therefore, we propose to remove the
current 2015 Edition DS4P criteria. We propose to replace these two criteria with three new 2015
Edition “DS4P” certification criteria (two for C-CDA and one for a FHIR-based API) that would
support a more granular approach to privacy tagging data consent management for health
information exchange supported by either the C-CDA- or FHIR-based exchange standards.

3. Modifications to the ONC Health IT Certification Program

We propose to make corrections to the 2015 Edition privacy and security certification
framework (80 FR 62705) and relevant regulatory provisions. These corrections have already
been incorporated in the relevant Certification Companion Guides (CCGSs).

We propose new and revised principles of proper conduct (PoPC) for ONC-Authorized
Certification Bodies (ONC-ACBs). We propose to clarify that the records retention provision
includes the “life of the edition” as well as after the retirement of an edition related to the
certification of Complete EHRs and Health IT Modules. We also propose to revise the PoPC in §
170.523(h) to clarify the basis for certification, including to permit a certification decision to be
based on an evaluation conducted by the ONC-ACB for Health IT Modules’ compliance with
certification criteria by use of conformity methods approved by the National Coordinator for
Health Information Technology (National Coordinator). We also propose to update § 170.523(h)
to require ONC-ACB:s to accept test results from any ONC-ATL that is in good standing under
the Program and is compliant with its ISO 17025 accreditation requirements. We believe these
proposed new and revised PoPCs would provide necessary clarifications for ONC-ACBs and
would promote stability among the ONC-ACBs. We also propose to update 8 170.523(k) to

broaden the requirements beyond just the Medicare and Medicaid Electronic Health Record
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(EHR) Incentive Programs (now renamed the Promoting Interoperability Programs) and provide
other necessary clarifications.

We propose to revise a POPC for ONC-ATLs. We propose to clarify that the records
retention provision includes the “life of the edition” as well as after the retirement of an edition
related to the certification of Complete EHRs and Health IT Modules.

4. Health IT for the Care Continuum

Section 4001(b) of the Cures Act includes two provisions related to supporting health IT
across the care continuum. The first instructs the National Coordinator to encourage, keep or
recognize through existing authorities, the voluntary certification of health IT for use in medical
specialties and sites of service where more technological advancement or integration is needed.
The second outlines a provision related to the voluntary certification of health IT for use by
pediatric health providers to support the health care of children. These provisions align closely
with ONC’s core purpose to promote interoperability to support care coordination, patient
engagement, and health care quality improvement initiatives. Advancing health IT that promotes
and supports patient care when and where it is needed continues to be a primary goal of the
Program. This means health IT should support patient populations, specialized care, transitions
of care, and practice settings across the care continuum.

ONC has explored how we might work with the health IT industry and with specialty
organizations to collaboratively develop and promote health IT that supports medical specialties
and sites of service. Over time, ONC has taken steps to make the Program modular, more open
and accessible to different types of health IT, and able to advance functionality that is generally

applicable to a variety of care and practice settings. Specific to the provisions in the Cures Act to
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support providers of health care for children, we considered a wide range of factors. These
include: the evolution of health IT across the care continuum, the costs and benefits associated
with health IT, the potential regulatory burden and compliance timelines, and the need to help
advance health IT that benefits multiple medical specialties and sites of service involved in the
care of children. In consideration of these factors, and to advance implementation of Sections
4001(b) of the Cures Act specific to pediatric care, we held a listening session where
stakeholders could share their clinical knowledge and technical expertise in pediatric care and
pediatric sites of service. Through the information learned at this listening session and our
analysis of the health IT landscape for pediatric settings, we have identified existing 2015
Edition criteria, as well as new and revised 2015 Edition criteria proposed in this rule, that we
believe could benefit providers of pediatric care and pediatric settings. In this proposed rule, we
seek comment on our analysis and the correlated certification criteria that we believe would
support the health care of children.

We also recognize the significance of the opioid epidemic confronting our nation and the
importance of helping to support the health IT needs of health care providers committed to
preventing inappropriate access to prescription opioids and to providing safe, appropriate
treatment. We believe health IT offers promising strategies to help assist medical specialties and
sites of services impacted by the opioid epidemic. Therefore, we request public comment on how
our existing Program requirements and the proposals in this rulemaking may support use cases
related to Opioid Use Disorder (OUD) prevention and treatment and if there are additional areas
that ONC should consider for effective implementation of health IT to help address OUD

prevention and treatment.
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5. Conditions and Maintenance of Certification

We propose to establish certain Conditions and Maintenance of Certification
requirements for health IT developers based on the conditions and maintenance of certification
requirements outlined in section 4002 of the Cures Act. We propose an approach whereby the
Conditions and Maintenance of Certification express both initial requirements for health IT
developers and their certified Health IT Module(s) as well as ongoing requirements that must be
met by both health IT developers and their certified Health IT Module(s) under the Program. In
this regard, we propose to implement the Cures Act Conditions of Certification with further
specificity as it applies to the Program and propose to implement any accompanying
Maintenance of Certification requirements as standalone requirements to ensure that not only are
the Conditions of Certification met, but that they are continually being met through the
Maintenance of Certification requirements. For ease of reference and to distinguish from other
conditions, we propose to capitalize “Conditions of Certification” and “Maintenance of
Certification” when referring to Conditions and Maintenance of Certification requirements
established under the Cures Act.

Information Blocking

The Cures Act requires that a health IT developer, as a Condition and Maintenance of
Certification under the Program, not take any action that constitutes information blocking as
defined in section 3022(a) of the Public Health Service Act (PHSA). We propose to establish this
information blocking Condition of Certification in § 170.401. The Condition of Certification
would prohibit any health IT developer under the Program from taking any action that constitutes

information blocking as defined by section 3022(a) of the PHSA and proposed in § 171.103.
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Assurances

Section 3001(c)(5)(D)(ii) of the Cures Act requires that a health IT developer, as a
Condition of Certification under the Program, provide assurances to the Secretary that, unless for
legitimate purposes specified by the Secretary, the developer will not take any action that
constitutes information blocking as defined in section 3022(a) of the PHSA, or any other action
that may inhibit the appropriate exchange, access, and use of EHI. We propose to implement this
provision through several Conditions of Certification and accompanying Maintenance
requirements, which are set forth in proposed § 170.402. We also propose to establish more
specific Conditions and Maintenance of Certification requirements to provide assurances that a
health IT developer does not take any other action that may inhibit the appropriate exchange,
access, and use of EHI. These proposed requirements serve to provide further clarity under the
Program as to how health IT developers can provide such broad assurances with more specific
actions.

Communications

As a Condition and Maintenance of Certification under the Program, the Cures Act
requires that health IT developers do not prohibit or restrict communications about certain
aspects of the performance of health IT and the developers’ related business practices. We
propose that developers will be permitted to impose certain kinds of limited prohibitions and
restrictions that we believe strike a reasonable balance between the need to promote open
communication about health IT and related developer business practices and the need to protect
the legitimate interests of health IT developers and other entities. However, certain narrowly-
defined types of communications—such as communications required by law, made to a
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government agency, or made to a defined category of safety organization—would receive
“unqualified protection,” meaning that developers would be absolutely prohibited from imposing
any prohibitions or restrictions on such protected communications.

We propose that to maintain compliance with this Condition of Certification, a health IT
developer must not impose or enforce any contractual requirement or legal right that contravenes
this Condition of Certification. Furthermore, we propose that if a health IT developer has
contracts/agreements in existence that contravene this condition, the developer must notify all
affected customers or other persons or entities that the prohibition or restriction will not be
enforced by the health IT developer. Going forward, health IT developers would be required to
amend their contracts/agreements to remove or make void the provisions that contravene this
Condition of Certification within a reasonable period of time, but not later than two years from
the effective date of a subsequent final rule for this proposed rule.

Application Programming Interfaces (APIs)

The Cures Act’s API Condition of Certification includes several key phrases (including,
for example, “without special effort”) and requirements for health IT developers that indicate the
Cures Act’s focus on the technical requirements as well as the actions and practices of health IT
developers in implementing the certified API. In section VI1.B.4 of the preamble, we outline our
proposals to implement the Cures Act’s API Condition of Certification. These proposals include
new standards, new implementation specifications, a new certification criterion, as well as
detailed Conditions and Maintenance of Certification requirements.

Real World Testing
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The Cures Act adds a new Condition and Maintenance of Certification requirement that
health IT developers successfully test the real world use of the technology for interoperability in
the type of setting in which such technology would be marketed. In this proposed rule, we
outline what successful “real world testing” means for the purpose of this Condition of
Certification, as well as proposed Maintenance requirements—including standards updates for
widespread and continued interoperability.

We propose to limit the applicability of this Condition of Certification to health IT
developers with Health IT Modules certified to one or more 2015 Edition certification criteria
focused on interoperability and data exchange specified in section VI1.B.5. We propose
Maintenance of Certification requirements that would require health IT developers to submit
publicly available annual real world testing plans as well as annual real world testing results for
certified health IT products focused on interoperability. We also propose a Maintenance of
Certification flexibility we have named the Standards Version Advancement Process, under
which health IT developers with health IT certified to the criteria specified for interoperability
and data exchange would have the option to update their health IT to a more advanced version(s)
of the standard(s) or implementation specification(s) included in the criteria once such versions
are approved by the National Coordinator through the Standards Version Advancement Process
for use in health IT certified under the Program. Similarly, we propose that health IT developers
presenting new health IT for certification to one of the criteria specified in Section VII1.B.5
would have the option to certify to a National Coordinator-approved more advanced version of
the adopted standards or implementation specifications included in the criteria. We propose that

health IT developers voluntarily opting to avail themselves of the Standards Version
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Advancement Process must address their planned and actual timelines for implementation and
rollout of standards updates in their annual real world testing plans and real world testing results
submissions. We also propose that health IT developers of products with existing certifications
who plan to avail themselves of the Standards Version Advancement Process flexibility notify
both their ONC-ACB and their affected customers of their intention and plans to update their
certified health IT and its anticipated impact on their existing certified health IT and customers,
specifically including but not limited to whether, and if so for how long, the health IT developer
intends to continue to support the certificate for the health IT certified to the prior version of the
standard.

We propose a new PoPC for ONC-ACBs that would require ONC-ACB:s to review and
confirm that applicable health IT developers submit real world testing plans and real world
results in accordance with our proposals. Once completeness is confirmed, ONC-ACBs would
upload the plans and results via hyperlinks to the Certified Health IT Product List (CHPL). We
propose to revise the PoPC in § 170.523(m) to require ONC-ACB:s to collect, no less than
quarterly, all updates successfully made to standards in certified health IT pursuant to the
developers having voluntarily opted to avail themselves of the Standards Version Advancement
Process flexibility under the real world testing Condition of Certification. We propose in §
170.523(t), a new PoPC for ONC-ACBs requiring them to ensure that developers seeking to take
advantage of the Standards Version Advancement Process flexibility in § 170.405(b)(5) comply
with the applicable requirements.

Attestations
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The Cures Act requires that a health IT developer, as a Condition and Maintenance of
Certification under the Program, provide to the Secretary an attestation to all the Conditions of
Certification specified in the Cures Act, except for the “EHR reporting criteria submission”
Condition of Certification. We propose to implement the Cures Act “attestations” Condition of
Certification in 8 170.406. Health IT developers would attest twice a year to compliance with the
Conditions and Maintenance of Certification requirements (except for the EHR reporting criteria
requirement, which would be metrics reporting requirements separately implemented through a
future rulemaking). The 6-month attestation period we propose in 8§ 170.406(b)(2) would
properly balance the need to support appropriate enforcement with the attestation burden placed
on health IT developers. In this regard, the proposed rule includes provisions to make the process
as simple and efficient for health IT developers as possible (e.g., 14-day grace period, web-based
form submissions, and attestation alert reminders).

We propose that attestations would be submitted to ONC-ACBs on behalf of ONC and
the Secretary. We propose a new PoPC in § 170.523(q) that an ONC-ACB must review and
submit the health IT developers’ attestations to ONC. ONC would then make the attestations
publicly available through the CHPL.

EHR Reporting Criteria Submission

The Cures Act specifies that health IT developers be required, as a Condition and
Maintenance of Certification under the Program, to submit reporting criteria on certified health
IT in accordance with the EHR reporting program established under section 3009A of the PHSA,

as added by the Cures Act. We have not yet established an EHR reporting program. Once ONC
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establishes such program, we will undertake rulemaking to propose and implement the
associated Condition and Maintenance of Certification requirement(s) for health IT developers.

Enforcement

Section 4002 of the Cures Act adds Program requirements aimed at addressing health IT
developer actions and business practices through the Conditions and Maintenance of
Certification requirements, which expands the current focus of the Program requirements beyond
the certified health IT itself. Equally important, section 4002 also provides that the Secretary of
HHS may encourage compliance with the Conditions and Maintenance of Certification
requirements and take action to discourage noncompliance. We, therefore, propose a general
enforcement approach to encourage consistent compliance with the requirements. The proposed
rule outlines a corrective action process for ONC to review potential or known instances where a
Condition or Maintenance of Certification requirement has not been or is not being met by a
health IT developer under the Program. We propose, with minor modifications, to utilize the
processes previously established for ONC direct review of certified health IT and codified in §8
170.580 and 170.581 for the enforcement of the Conditions and Maintenance of Certification
requirements. Where noncompliance is identified, our first priority would be to work with the
health IT developer to remedy the matter through a corrective action process. However, we
propose that, under certain circumstances, ONC may ban a health IT developer from the Program
or terminate the certification of one or more of its Health IT Modules.

6. Information Blocking

Section 4004 of the Cures Act added section 3022 of the PHSA (42 U.S.C. 300jj-52, “the

information blocking provision”), which defines conduct by health care providers, and health IT

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly
from the published document if minor editorial changes have been made during the OFR review
process. The document published in the Federal Register is the official HHS-approved document.



RIN 0955-AA01 Page 26 of 724

developers of certified health IT, exchanges, and networks that constitutes information blocking.
Section 3022(a)(1) of the PHSA defines information blocking in broad terms, while section
3022(a)(3) authorizes and charges the Secretary to identify reasonable and necessary activities
that do not constitute information blocking (section 3022(a)(3) of the PHSA).

We identify several reasonable and necessary activities as exceptions to the information
blocking definition, each of which we propose would not constitute information blocking for
purposes of section 3022(a)(1) of the PHSA. The exceptions would extend to certain activities
that interfere with the access, exchange, or use of EHI but that may be reasonable and necessary
if certain conditions are met.

In developing the proposed exceptions, we were guided by three overarching policy
considerations. First, the exceptions would be limited to certain activities that clearly advance the
aims of the information blocking provision; promoting public confidence in health IT
infrastructure by supporting the privacy and security of EHI, and protecting patient safety; and
promoting competition and innovation in health IT and its use to provide health care services to
consumers. Second, each exception is intended to address a significant risk that regulated
individuals and entities (i.e., health care providers, health IT developers of certified health IT,
health information networks, and health information exchanges) will not engage in these
reasonable and necessary activities because of potential uncertainty regarding whether they
would be considered information blocking. Third, and last, each exception is intended to be
tailored, through appropriate conditions, so that it is limited to the reasonable and necessary

activities that it is designed to exempt.

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly
from the published document if minor editorial changes have been made during the OFR review
process. The document published in the Federal Register is the official HHS-approved document.



RIN 0955-AA01 Page 27 of 724

The seven proposed exceptions are set forth in section VI11.D below. The first three
exceptions, set forth in VI11.D.1-D.3 address activities that are reasonable and necessary to
promote public confidence in the use of health IT and the exchange of EHI. These exceptions are
intended to protect patient safety; promote the privacy of EHI; and promote the security of EHI.
The next three exceptions, set forth in VI11.D.4-D.6, address activities that are reasonable and
necessary to promote competition and consumer welfare. These exceptions would allow for the
recovery of costs reasonably incurred; excuse an actor from responding to requests that are
infeasible; and permit the licensing of interoperability elements on reasonable and non-
discriminatory terms. The last exception, set forth in VII1.D.7, addresses activities that are
reasonable and necessary to promote the performance of health IT. This proposed exception
recognizes that actors may make health IT temporarily unavailable for maintenance or
improvements that benefit the overall performance and usability of health IT.

To qualify for any of these exceptions, we propose that an individual or entity would, for
each relevant practice and at all relevant times, have to satisfy all of the applicable conditions of
the exception. Additionally, we propose (in section VII1I1.C of this preamble) to define or interpret
terms that are present in section 3022 of the PHSA (such as the types of individuals and entities
covered by the information blocking provision). We also propose certain new terms and
definitions that are necessary to implement the information blocking provisions. We propose to
codify the proposed exceptions and other information blocking proposals in a new part of title 45
of the Code of Federal Regulations, part 171.

C. Costs and Benefits
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Executive Orders 12866 on Regulatory Planning and Review (September 30, 1993) and
13563 on Improving Regulation and Regulatory Review (February 2, 2011) direct agencies to
assess all costs and benefits of available regulatory alternatives and, if regulation is necessary, to
select regulatory approaches that maximize net benefits (including potential economic,
environmental, public health and safety effects, distributive impacts, and equity). A regulatory
impact analysis (R1A) must be prepared for major rules with economically significant effects
($100 million or more in any one year). OMB has determined that this proposed rule is an
economically significant rule as the potential costs associated with this proposed rule could be
greater than $100 million per year. Accordingly, we have prepared an RIA that to the best of our
ability presents the costs and benefits of this proposed rule.

We have estimated the potential monetary costs and benefits of this proposed rule for
health IT developers, health care providers, patients, ONC-ACBs, ONC-ATLs, and the federal
government (i.e., ONC), and have broken those costs and benefits out into the following
categories: (1) deregulatory actions (no associated costs); (2) updates to the updates to the 2015
Edition health IT certification criteria; (3) Conditions and Maintenance of Certification for a
health IT developer; (4) oversight for the Conditions and Maintenance of Certification; and (5)
information blocking.

We note that we have rounded all estimates to the nearest dollar and all estimates are
expressed in 2016 dollars as it is the most recent data available to address all cost and benefit
estimates consistently. We also note that we did not have adequate data to quantify some of the

costs and benefits within this RIA. In those situations, we have described the qualitative costs
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and benefits of our proposals; however, such qualitative costs and benefits have not been
accounted for in the monetary cost and benefit totals below.

We estimate that the total annual cost for this proposed rule for the first year after it is
finalized (including one-time costs), based on the cost estimates outlined above and throughout
this RIA, would, on average, range from $365 million to $919 million with an average annual
cost of $642 million. We estimate that the total perpetual cost for this proposed rule (starting in
year two), based on the cost estimates outlined above, would, on average, range from $228
million to $452 million with an average annual cost of $340 million.

We estimate the total annual benefit for this proposed rule would range from $3.08
billion to $9.15 billion with an average annual benefit of $6.1 billion.

We estimate the total annual net benefit for this proposed rule for the first year after it is
finalized (including one-time costs), based on the cost and benefit estimates outlined above,
would range from $2.7 billion to $8.2 billion with an average net benefit of $5.5 billion. We
estimate the total perpetual annual net benefit for this proposed rule (starting in year two), based
on the cost-benefit estimates outlined above, would range from $2.9 billion to $8.7 billion with
an average net benefit of $5.8 billion.

I1. Background
A. Statutory Basis

The Health Information Technology for Economic and Clinical Health (HITECH) Act,
Title XII1 of Division A and Title IV of Division B of the American Recovery and Reinvestment
Act of 2009 (the Recovery Act) (Pub. L. 111-5), was enacted on February 17, 2009. The

HITECH Act amended the Public Health Service Act (PHSA) and created “Title XXX — Health
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Information Technology and Quality” (Title XXX) to improve health care quality, safety, and
efficiency through the promotion of health IT and electronic health information (EHI) exchange.

The Cures Act was enacted on December 13, 2016, to accelerate the discovery,
development, and delivery of 21% century cures, and for other purposes. The Cures Act, through
Title IV — Delivery, amended the HITECH Act (Title XI1I of Division A of Pub. L. 111-5) by
modifying or adding certain provisions to the PHSA relating to health IT.

1. Standards, Implementation Specifications, and Certification Criteria

The HITECH Act established two new federal advisory committees, the HIT Policy
Committee (HITPC) and the HIT Standards Committee (HITSC). Each was responsible for
advising the National Coordinator for Health Information Technology (National Coordinator) on
different aspects of standards, implementation specifications, and certification criteria.

Section 3002 of the Cures Act amended the PHSA by replacing the HITPC and HITSC
with one committee, the Health Information Technology Advisory Committee (HIT Advisory
Committee or HITAC). Section 3002(a) establishes that the HITAC shall advise and recommend
to the National Coordinator on different aspects of standards, implementation specifications, and
certification criteria, relating to the implementation of a health IT infrastructure, nationally and
locally, that advances the electronic access, exchange, and use of health information. Further
described in section 3002(b)(1)(A) of the PHSA, this includes providing to the National
Coordinator recommendations on a policy framework to advance interoperable health IT
infrastructure, updating recommendations to the policy framework, and making new
recommendations, as appropriate. Section 3002(b)(2)(A) identifies that in general, the HITAC

shall recommend to the National Coordinator for purposes of adoption under section 3004,
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standards, implementation specifications, and certification criteria and an order of priority for the
development, harmonization, and recognition of such standards, specifications, and certification
criteria. Like the process previously required of the former HITPC and HITSC, the HITAC will
develop a schedule for the assessment of policy recommendations for the Secretary to publish in
the Federal Register.

Section 3004 of the PHSA identifies a process for the adoption of health IT standards,
implementation specifications, and certification criteria and authorizes the Secretary to adopt
such standards, implementation specifications, and certification criteria. As specified in section
3004(a)(1), the Secretary is required, in consultation with representatives of other relevant
federal agencies, to jointly review standards, implementation specifications, and certification
criteria endorsed by the National Coordinator under section 3001(c) and subsequently determine
whether to propose the adoption of any grouping of such standards, implementation
specifications, or certification criteria. The Secretary is required to publish all determinations in
the Federal Register.

Section 3004(b)(3) of the PHSA titled, Subsequent Standards Activity, provides that the
Secretary shall adopt additional standards, implementation specifications, and certification
criteria as necessary and consistent with the schedule published by the HITAC. We consider this
provision in the broader context of the HITECH Act and Cures Act to grant the Secretary the
authority and discretion to adopt standards, implementation specifications, and certification
criteria that have been recommended by the HITAC and endorsed by the National Coordinator,
as well as other appropriate and necessary health IT standards, implementation specifications,

and certification criteria.
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2. Health IT Certification Program(s)

Under the HITECH Act, section 3001(c)(5) of the PHSA provides the National
Coordinator with the authority to establish a certification program or programs for the voluntary
certification of health IT. Specifically, section 3001(c)(5)(A) specifies that the National
Coordinator, in consultation with the Director of the National Institute of Standards and
Technology (NIST), shall keep or recognize a program or programs for the voluntary
certification of health IT that is in compliance with applicable certification criteria adopted under
this subtitle (i.e., certification criteria adopted by the Secretary under section 3004 of the PHSA).
The certification program(s) must also include, as appropriate, testing of the technology in
accordance with section 13201(b) of the HITECH Act. Overall, section 13201(b) of the HITECH
Act requires that with respect to the development of standards and implementation
specifications, the Director of NIST shall support the establishment of a conformance testing
infrastructure, including the development of technical test beds. The HITECH Act also indicates
that the development of this conformance testing infrastructure may include a program to
accredit independent, non-federal laboratories to perform testing.

Section 3001(c)(5) of the PHSA was amended by the Cures Act, which instructs the
National Coordinator to encourage, keep, or recognize, through existing authorities, the
voluntary certification of health IT under the Program for use in medical specialties and sites of
service for which no such technology is available or where more technological advancement or
integration is needed. Section 3001(c)(5)(C)(iii) identifies that the Secretary, in consultation with
relevant stakeholders, shall make recommendations for the voluntary certification of health IT

for use by pediatric health providers to support the care of children, as well as adopt certification
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criteria under section 3004 to support the voluntary certification of health IT for use by pediatric
health providers. The Cures Act further amended section 3001(c)(5) of the PHSA by adding
section 3001(c)(5)(D), which provides the Secretary with the authority, through notice and
comment rulemaking, to require conditions and maintenance of certification requirements for the
Program.
B. Regulatory History

The Secretary issued an interim final rule with request for comments (75 FR 2014, Jan.
13, 2010), which adopted an initial set of standards, implementation specifications, and
certification criteria. On March 10, 2010, ONC published a proposed rule (75 FR 11328) that
proposed both a temporary and permanent certification program for the purposes of testing and
certifying health IT. A final rule establishing the temporary certification program was published
on June 24, 2010 (75 FR 36158) and a final rule establishing the permanent certification program
was published on January 7, 2011 (76 FR 1262). ONC issued multiple rulemakings since these
initial rulemaking to update standards, implementation specifications, and certification criteria
and the certification program, a history of which can be found in the final rule titled, “2015
Edition Health Information (Health IT) Certification Criteria, 2015 Edition Base Electronic
Health Record (EHR) Definition, and ONC Health IT Certification Program Modifications”
(Oct. 16, 2015, 80 FR 62602) (“2015 Edition final rule). A correction notice was published for
the 2015 Edition final rule on December 11, 2015 (80 FR 76868) to correct preamble and
regulatory text errors and clarify requirements of the Common Clinical Data Set (CCDS), the
2015 Edition privacy and security certification framework, and the mandatory disclosures for

health IT developers.
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The 2015 Edition final rule established a new edition of certification criteria (“2015
Edition health IT certification criteria” or “2015 Edition”) and a new 2015 Edition Base EHR
definition. The 2015 Edition established the capabilities and specified the related standards and
implementation specifications that CEHRT would need to include to, at a minimum, support the
achievement of “meaningful use” by eligible clinicians, eligible hospitals, and critical access
hospitals under the Medicare and Medicaid EHR Incentive Programs (EHR Incentive Programs)
(now referred to as the Promoting Interoperability Programs)® when the 2015 Edition is required
for use under these and other programs referencing the CEHRT definition. The 2015 Edition
final rule also made changes to the Program. The final rule adopted a proposal to change the
Program’s name to the “ONC Health IT Certification Program” from the ONC HIT Certification
Program, modified the Program to make it more accessible to other types of health IT beyond
EHR technology and for health IT that supports care and practice settings beyond the ambulatory
and inpatient settings, and adopted new and revised Principles of Proper Conduct (PoPC) for
ONC-ACB:s.

After issuing a proposed rule on March 2, 2016 (81 FR 11056), ONC published a final
rule titled, “ONC Health IT Certification Program: Enhanced Oversight and Accountability” (81
FR 72404) (“EOA final rule”) on October 19, 2016. The final rule finalized modifications and
new requirements under the Program, including provisions related to ONC’s role in the Program.
The final rule created a regulatory framework for ONC’s direct review of health IT certified
under the Program, including, when necessary, requiring the correction of non-conformities

found in health IT certified under the Program and suspending and terminating certifications

3 https://www.federalregister.qgov/d/2018-16766/p-4
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issued to Complete EHRs and Health IT Modules. The final rule also sets forth processes for
ONC to authorize and oversee accredited testing laboratories under the Program. In addition, it
includes provisions for expanded public availability of certified health IT surveillance results.
I11. Deregulatory Actions for Previous Rulemakings

A. Background

1. History of Burden Reduction and Flexibility

Since the inception of the ONC Health IT Certification Program (Program), we have
aimed to implement and administer the Program in the least burdensome manner that supports
our policy goals. Throughout the years, we have worked to improve the Program with a focus on
ways to reduce burden, offer flexibility to both developers and providers, and support innovation.
This approach has been consistent with the principles of Executive Order 13563 on Improving
Regulation and Regulatory Review (February 2, 2011), which instructs agencies to “determine
whether any [agency] regulations should be modified, streamlined, expanded, or repealed so as
to make the agency’s regulatory program more effective or less burdensome in achieving the
regulatory objectives.” To that end, we have historically, where feasible and appropriate, taken
measures to reduce burden within the Program and make the Program more effective, flexible,
and streamlined.

For example, in the 2014 Edition final rule (77 FR 54164), we revised the certified
electronic health record technology (CEHRT) definition to provide flexibility and create
regulatory efficiencies by narrowing required functionality to a core set of capabilities (i.e., the
Base EHR definition) plus the additional capabilities each eligible clinician, eligible hospital, and

critical access hospital needed to successfully achieve the applicable objective and measures
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under the EHR Incentive Programs (now referred to as the Promoting Interoperability Programs).
ONC has also supported more efficient testing and certification methods and reduced regulatory
burden through the adoption of a gap certification policy. As explained in the 2014 Edition final
rule (77 FR 54254) and the 2015 Edition final rule (80 FR 62681), where applicable, gap
certification allows for the use of a previously certified health IT product’s test results to
certification criteria identified as unchanged. Developers have been able to use gap certification
for the more efficient certification of their health IT when updating from the 2011 Edition to the
2014 Edition and from the 2014 Edition to the 2015 Edition.

ONC introduced further means to reduce regulatory burden, increase regulatory
flexibility, and promote innovation in the 2014 Edition Release 2 final rule (79 FR 54430). The
2014 Edition Release 2 final rule established a set of optional 2014 Edition certification criteria
that provided flexibility and alternative certification pathways for health IT developers and
providers based on their specific circumstances. The 2014 Edition Release 2 final rule also
simplified the Program by discontinuing the use of the “Complete EHR” certification concept
beginning with the 2015 Edition (79 FR 54443).

In the 2015 Edition final rule, we did not “carry forward” certain 2014 Edition

certification criteria into the 2015 Edition, such as the “image results,” “patient list creation,” and
“electronic medication administration record” criteria. We determined that these criteria did not
advance functionality or support interoperability (80 FR 62682-84). We also did not require all
health IT to be certified to the “meaningful use measurement” certification criteria for

“automated numerator recording” and “automated measure calculation” (80 FR 62605), which

had been previously required for the 2014 Edition. Based on stakeholder feedback and Program
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administration observations, we also permitted testing efficiencies for the 2015 Edition
“automated numerator recording” and “automated measure calculation” criteria by removing the
live demonstration requirement of recording data and generating reports. Health IT developers
may now self-test their Health IT Modules(s) and submit the resulting reports to the ONC-
Authorized Testing Laboratory (ONC-ATL) to verify compliance with the criterion.* In order to
further reduce burden for health IT developers, we adopted a simpler, straight-forward approach
to privacy and security certification requirements, which clarified which requirements are
applicable to each criterion within the regulatory functional areas (80 FR 62605).

2. Executive Orders 13771 and 13777

On January 30, 2017, the President issued Executive Order 13771 on Reducing
Regulation and Controlling Regulatory Costs, which requires agencies to identify deregulatory
actions. This order was followed by Executive Order 13777, titled “Enforcing the Regulatory
Reform Agenda” (February 24, 2017). Executive Order 13777 provides further direction on
implementing regulatory reform by identifying a process by which agencies must review and
evaluate existing regulations and make recommendations for repeal or simplification.

In order to implement these regulatory reform initiatives and policies, over the past year
ONC reviewed and evaluated existing regulations. During our review, we sought to identify
ways to further reduce administrative burden, to implement deregulatory actions through
guidance, and to propose potential new deregulatory actions in this proposed rule that will reduce

burden for health IT developer, providers, and other stakeholders.

4 https://www.healthit.gov/test-method/automated-numerator-recordingand https://www.healthit.gov/test-
method/automated-measure-calculation
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On August 21, 2017, ONC issued Relied Upon Software Program Guidance.® Health IT
developers are permitted to use “relied upon software” (76 FR 1276) to demonstrate compliance
with certification criteria adopted at 45 CFR Part 170, Subpart C. Historically, in cases where a
Health IT Module is paired with multiple “relied upon software” products for the same
capability, health IT developers were required to demonstrate compliance for the same
certification criterion with each of those “relied upon software” products in order for the
products to be listed on the Certified Health IT Product List (CHPL). With the issued guidance,
health IT developers may now demonstrate compliance with only one “relied upon software”
product for a criterion/capability. Once the health IT developer demonstrates compliance with a
minimum of one “relied upon software” product, the developer can have multiple, additional
“relied upon software” products for the same criterion/capability listed on the CHPL
(https://chpl.healthit.gov/). This approach reduces burden for health IT developers, ONC-ATLSs,
and ONC-Authorized Certification Bodies (ONC-ACBS).

On September 21, 2017, ONC reduced the overall burden for testing health IT to the
2015 Edition.® ONC reviewed the 2015 Edition test procedures, which identify minimum testing
requirements ONC-ATLs must evaluate during testing. ONC changed 30 of the 2015 Edition test
procedures to attestation only (i.e., a “yes” self-declaration by the health IT developer that their
product has capabilities conformant with those specified in the associated certification
criterion/criteria).” This deregulatory action reduced burden and costs program-wide, while still

maintaining the Program’s high level of integrity and assurances. Health IT developers now have

5 https://www.healthit.gov/sites/default/files/relieduponsoftwarequidance.pdf

6 https://www.healthit.gov/buzz-blog/healthit-certification/certification-program-updates-support-efficiency-reduce-
burden/

7 https://www.healthit.gov/sites/default/files/policy/selfdeclarationapproachprogramquidance17-04.pdf
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reduced preparation and testing costs for testing to these criteria. Specifically, the cost savings
for health IT developers have been estimated between $8.34 and $9.26 million. ONC-ATLs also
benefit by having more time and resources to focus on tool-based testing (for interoperability-
oriented criteria) and being responsive to any retesting requirements that may arise from ONC-
ACB surveillance activities. Furthermore, providers and users of certified health IT do not lose
confidence in the Program because this burden reduction effort in no way alters the expectations
of conformance and responsibilities of Program participants. Health IT developers are still
required to meet certification criteria requirements and maintain their products’ conformance to
the full scope of the associated criteria, including when implemented in the field and in
production use. Similarly, ONC and ONC-ACBs continue to conduct surveillance activities and
respond to end-user complaints.
B. Proposed Deregulatory Actions

We propose six deregulatory actions below. We welcome comments on these potential
deregulatory actions and any other potential deregulatory actions we should consider. We also
refer readers to section XIV (Regulatory Impact Analysis) of this proposed rule for a discussion
of the estimated cost savings from these proposed deregulatory actions.

1. Removal of Randomized Surveillance Requirements

ONC-ACB:s are required to conduct surveillance of certified health IT under the Program
to ensure that health IT continues to conform and function as required by the full scope of the
certification requirements. Surveillance is categorized as either reactive surveillance (for
example, complaint-based surveillance) or randomized surveillance, which, by regulation,

requires ONC-ACB:s to proactively surveil 2% of the certificates they issue annually. On
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September 21, 2017, we exercised enforcement discretion with respect to the implementation of
randomized surveillance by ONC-ACBs.® Consistent with this exercise of enforcement
discretion, we now propose to eliminate certain regulatory randomized surveillance
requirements.

We propose to revise § 170.556(c) by changing the requirement that ONC-ACBSs must
conduct in-the-field, randomized surveillance to specify that ONC-ACBs may conduct in-the-
field, randomized surveillance. We further propose to remove § 170.556(c)(2), which specifies
that ONC-ACBs must conduct randomized surveillance for a minimum of 2% of certified health
IT products per year. We also propose to remove the requirements in § 170.556(c)(5) regarding
the exclusion and exhaustion of selected locations for randomized surveillance. Additionally, we
propose to remove the requirements in § 170.556(¢)(6) regarding the consecutive selection of
certified health IT for randomized surveillance. Without these regulatory requirements, ONC-
ACBs would still be required to perform reactive surveillance, and would be permitted to
conduct randomized surveillance of their own accord, using the methodology identified by ONC
with respect to scope (§ 170.556(c)(1)), selection method (§ 170.556(c)(3)), and the number and
types of locations for in-the-field surveillance (§ 170.556(c)(4)).

Stakeholders have expressed concern that the benefits of in-the-field, randomized
surveillance may not outweigh the time commitment required by providers, particularly if no
non-conformities are found. In general, providers have expressed that reactive surveillance (e.g.,

surveillance based on user complaints) is a more logical and economical approach to

8 https://www.healthit.gov/sites/default/filessONC Enforcement Discretion Randomized Surveillance 8-30-17.pdf

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly
from the published document if minor editorial changes have been made during the OFR review
process. The document published in the Federal Register is the official HHS-approved document.


https://www.healthit.gov/sites/default/files/ONC_Enforcement_Discretion_Randomized_Surveillance_8-30-17.pdf

RIN 0955-AA01 Page 41 of 724

surveillance. The removal of randomized surveillance requirements would also give ONC-ACBs
the flexibility and time to focus on other priorities, such as the certification of health IT to the
2015 Edition. Therefore, as discussed above, we propose to eliminate certain regulatory
randomized surveillance requirements.

2. Removal of the 2014 Edition from the Code of Federal Regulations

We propose to remove the 2014 Edition from the Code of Federal Regulations (CFR).
The 2014 Edition was the result of rulemaking completed in 2012 and includes standards and
functionality that are now significantly outmoded. Removal of the 2014 Edition would make the
2015 Edition the baseline for health IT certification. The 2015 Edition, including the additional
certification criteria, standards, and requirements proposed in this proposed rule, better enables
interoperability and the access, exchange, and use of electronic health information. Adoption and
implementation of the 2015 Edition, including the proposals in this proposed rule, would also
lead to the benefits outlined in the 2015 Edition final rule (80 FR 62602-62603, 62605-62606,
62740) and in this proposed rule (see, for example, the Executive Summary and the
“Assurances,” “API1”, and “Real World Testing” Conditions and Maintenance of Certification
sections). Equally important, adoption and implementation of the 2015 Edition by providers
would lead to the estimated costs savings in this proposed rule through improved interoperability
supporting the access, exchange, and use of electronic health information.

Removal of the 2014 Edition would eliminate inconsistencies and costs caused by health
IT certification and implementation of two different editions with different functionalities and
versions of standards. Patient care could improve through the reduced risk of error that comes

with the health care system’s consistent implementation and use of health IT certified to the 2015

NOTICE
This HHS-approved document has been submitted to the Office of the Federal Register (OFR) for publication and
has not yet been placed on public display or published in the Federal Register. The document may vary slightly
from the published document if minor editorial changes have been made during the OFR review
process. The document published in the Federal Register is the official HHS-approved document.



RIN 0955-AA01 Page 42 of 724

Edition. Innovation could also improve with health IT developers (including third-party software
developers) developing to only one set of newer standards and implementation specifications,
which would be more predictable and less costly.

Removal of the 2014 Edition would also reduce regulatory burden by no longer requiring
the maintenance and support of the 2014 Edition. Maintaining compliance with only the 2015
Edition would reduce the cost and burden for health IT developers, ONC-ACBs, and ONC-ATLs
because they would no longer have to support two increasingly distinct sets of requirements as is
the case now with certification to both the 2014 and 2015 Editions. More specifically, health IT
developers would not have to support two maintenance infrastructures and updating for their
customers; nor would ONC-ATLs and ONC-ACBs have to support testing, certification, and
surveillance for two separate editions of certified health IT.

As referenced by the HHS Office of Inspector General (O1G) and Centers for Medicare &
Medicaid Services (CMS) in their rulemakings regarding donations of EHR items and services,
we committed to retiring certification criteria editions that are no longer applicable.® We first did
this with the removal of the 2011 Edition (79 FR 54447). Accordingly, our proposal to remove
the outdated 2014 Edition for the reasons discussed above would also streamline Program
compliance requirements and ensure there is no regulatory confusion between ONC's rules and
other HHS rules.

To implement the removal of the 2014 Edition from the CFR, we propose to remove the

2014 Edition certification criteria (§ 170.314) and related standards, terms, and requirements

9 CMS final rule “Medicare Program; Physicians' Referrals to Health Care Entities With Which They Have
Financial Relationships: Exception for Certain Electronic Health Records Arrangements” (78 FR 78751).0IG final
rule “Medicare and State Health Care Programs: Fraud and Abuse; Electronic Health Records Safe Harbor Under
the Anti-Kickback Statute” (78 FR 79202).
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from the CFR. In regard to terms, we propose to retire the 2014 Edition-related definitions found
in § 170.102, including the “2014 Edition Base EHR,” “2014 Edition EHR certification criteria,”
and “Complete EHR, 2014 Edition.” As explained in the 2015 Edition final rule (80 FR 62719),
the ability to maintain Complete EHR certification is only permitted with health IT certified to
the 2014 Edition certification criteria. Because this concept was discontinued for the 2015
Edition, we propose to remove 8§ 170.545 and any references to Complete EHR from the
regulation text in conjunction with the removal of the 2014 Edition. We also propose to remove
references to the 2014 Edition from the Common Clinical Data Set (CCDS) definition. However,
as discussed later in section IV.B.1 (*United States Core Data for Interoperability”) of this
proposed rule, we propose to remove the CCDS definition from the CFR and effectively replace
it with a new government-unique standard, the United States Core Data for Interoperability
(USCDI), proposing to adopt Version 1 (v1) in 8 170.213. The new standard would be applicable
to certain 2015 Edition certification criteria that currently reference the CCDS, subject to any of
these criteria being removed through this rulemaking).

We propose to remove the standards and implementation specifications found in §8§
170.200, 170.202, 170.204, 170.205, 170.207, 170.210, and 170.299 that are only referenced in
the 2014 Edition certification criteria. Adopted standards that are also referenced in the 2015
Edition would remain. We propose to remove requirements in § 170.550(f) and any other
requirements in subpart E, §§ 170.500 through 170.599, which are specific to the 2014 Edition
and do not apply to the 2015 Edition.

In order to avoid regulatory conflicts, we are taking into consideration the final rule

released by CMS on November 2, 2017, which makes payment and policy changes to the second
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year of the Quality Payment Program (QPP). The CMS’s final rule, titled “Medicare Program;
CY 2018 Updates to the Quality Payment Program: Extreme and Uncontrollable Circumstance
Policy for the Transition Year” (82 FR 53568), permits eligible clinicians to use health IT
certified to either the 2014 or 2015 Edition certification criteria, or a combination of the two for
the CY 2018 performance period. The QPP final rule also states that the 2015 Edition will be the
sole edition permitted to meet the CEHRT definition starting with the CY 2019 program year.
Therefore, we propose that the effective date of removal of the 2014 Edition certification criteria
and related standards, terms, and requirements from the CFR would be the effective date of a
subsequent final rule for this proposed rule, which we expect will be issued in the latter half of
2019. We note that we will continue to support Medicare and Medicaid program attestations by
maintaining an archive on the CHPL allowing the public to access historic information on a
product certified to the 2014 Edition.

3. Removal of the ONC-Approved Accreditor from the Program

We propose to remove the ONC-Approved Accreditor (ONC-AA) from the Program. The
ONC-AA’s role is to accredit certification bodies for the Program and to oversee the ONC-
ACBs. However, years of experience and changes with the Program have led ONC to conclude
that, in many respects, the role of the ONC-AA to oversee ONC-ACBs is now duplicative of
ONC’s oversight. More specifically, ONC’s experience with administering the Principles of
Proper Conduct for ONC-ACBs as well as issuing necessary regulatory changes (e.g., ONC-
ACB surveillance and reporting requirements in the 2015 Edition final rule) has demonstrated

that ONC on its own has the capacity to provide the appropriate oversight of ONC-ACBs.
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Therefore, we believe removal of the ONC-AA would reduce the Program’s administrative
complexity and burden.

To implement this proposed deregulatory action, we propose to remove the definition for
“ONC-Approved Accreditor or ONC-AA” found in § 170.502. We also propose to remove
processes related to ONC-AAs found in §§ 170.501(c), 170.503, and 170.504 regarding requests
for ONC-AA status, ONC-AA ongoing responsibilities, and reconsideration for requests for
ONC-AA status. Regarding correspondence and communication with ONC, we propose to
remove specific references to the “ONC-AA” and “accreditation organizations requesting ONC-
AA status” by revising 8 170.505. We also propose to remove the final rule titled “Permanent
Certification Program for Health Information Technology; Revisions to ONC-Approved
Accreditor Processes” (76 FR 72636) which established a process for addressing instances
where the ONC-AA engages in improper conduct or does not perform its responsibilities under
the Program. Because this prior final rule relates solely to the role and removal of the ONC-AA,
we propose its removal and 8 170.575, which codified the final rule in the CFR.

These proposed deregulatory actions would also provide an additional benefit for ONC-
ACBs. ONC-ACBs would be able to obtain and maintain accreditation to ISO/IEC 17065, with
an appropriate scope, from any accreditation body that is a signatory to the Multilateral
Recognition Arrangement (MLA) with the International Accreditation Forum (IAF).
Accordingly, we propose to revise the application process for ONC-ACB status in 8
170.520(a)(3) to require documentation that confirms that the applicant has been accredited to
ISO/IEC 17065, with an appropriate scope, by any accreditation body that is a signatory to the

Multilateral Recognition Arrangement (MLA) with the International Accreditation Forum (1AF),
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in place of the ONC-AA accreditation documentation requirements. Similarly, instead of
requiring the ONC-AA to evaluate the conformance of ONC-ACBs to ISO/IEC 17065, we
propose to revise § 170.523(a) to simply require ONC-ACBs to maintain accreditation in good
standing to ISO/IEC 17065 for the Program. This means that ONC-ACBs would need to
continue to comply with ISO/IEC 17065 and requirements specific to the ONC Health IT
Certification Program scheme.

4. Removal of Certain 2015 Edition Certification Criteria and Standards

We have reviewed and analyzed the 2015 Edition to determine whether there are
certification criteria we could remove. We have identified both criteria and standards for removal
as proposed below. We believe the removal of these criteria and standards will reduce burden
and costs for health IT developers and health care providers by eliminating the need to: design
and meet specific certification functionalities; prepare, test, and certify health IT in certain
instances; adhere to associated reporting and disclosure requirements; maintain and update
certifications for certified functionalities; and participate in surveillance of certified health IT. To
these points, if our proposals are finalized in a subsequent final rule, we would expect any
already issued 2015 Edition certificates to be updated to reflect the removal of applicable 2015
Edition certification criteria. We welcome comment on the proposed removal of the identified
criteria and standards below and any other 2015 Edition criteria and standards we should
consider for removal.

a. 2015 Edition Base EHR Definition Criteria
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We propose the removal of certain certification criteria from the 2015 Edition that are
included in the 2015 Edition Base EHR definition. The removal of these criteria would support
burden and cost reductions for health IT developers and health care providers as noted above.

i. Problem List

We propose to remove the 2015 Edition “problem list” certification criterion (8
170.315(a)(6)). The functionality in this criterion was first adopted as a 2011 Edition
certification criterion to support the associated meaningful use Stage 1 objective and measure for
recording problem list information. In this regard, SNOMED CT®was adopted specifically to
support the measure. This 2015 Edition “problem list” criterion remains relatively functionally
the same as the 2011 Edition and has exactly the same functionally as the 2014 Edition “problem
list” criterion.

We propose to remove this criterion for multiple reasons. First, this criterion no longer
supports the “recording” objective and measure of the CMS Promoting Interoperability Programs
as such objective and measure no longer exist. Second, the functionality is sufficiently
widespread among health care providers since it has been part of certification and the Certified
EHR Technology definition since the 2011 Edition and has not substantively changed with the
2015 Edition. Third, we do not believe this functionality would be removed from health IT
systems because of our proposal to remove it from the 2015 Edition Base EHR definition. This
functionality is essential to clinical care and would be in EHR systems absent certification,
particularly considering the limited certification requirements. Fourth, this functionality does not
directly support interoperability as the capabilities are focused on internally recording EHI. In

this regard, representing problems with SNOMED CT® is part of the USCDI and, thus, better
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supports interoperability through its availability for access and exchange. Accordingly, we
propose to remove the “problem list” criterion from the 2015 Edition, including the 2015 Edition
Base EHR definition. We note that once removed from the 2015 Edition, the criterion would also
no longer be included in the 2015 Edition “safety-enhanced design” criterion.

ii. Medication List

We propose to remove the 2015 Edition “medication list” certification criterion (8
170.315(a)(7)). The functionality in this criterion was first adopted as a 2011 Edition
certification criterion to support the associated meaningful use Stage 1 objective and measure for
recording medication list information. The criterion does not require use of a vocabulary
standard to record medications. This 2015 Edition “medication list” criterion remains
functionally the same as the 2011 Edition and 2014 Edition “medication list” criteria.

We propose to remove this criterion for multiple reasons. First, this criterion no longer
supports a “recording” objective and measure of the CMS Promoting Interoperability Programs
as such objective and measure no longer exist. Second, the functionality is sufficiently
widespread among health care providers since it has been part of certification and the Certified
EHR Technology definition since the 2011 Edition and has not substantively changed with the
2015 Edition. Third, we do not believe this functionality would be removed from EHR systems
because of our proposal to remove it from the 2015 Edition Base EHR definition. This
functionality is essential to clinical care and would be in EHR systems absent certification,
particularly considering the limited certification requirements. Fourth, this functionality does not
directly support interoperability as the capabilities are focused on internally recording EHI. In

this regard, this criterion does not even require representation of medications in standardized
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nomenclature. Fifth, medications are included in the USCDI and must be represented in RxNorm
as part of the USCDI. This approach better supports interoperability through medication
information being availability for access and exchange in a structured format. Accordingly, we
propose to remove the “medications list” criterion from the 2015 Edition, including the 2015
Edition Base EHR definition. We note that once removed from the 2015 Edition, the criterion
would also no longer be included in the 2015 Edition “safety-enhanced design” criterion.

iii. Medication Allergy List

We propose to remove the 2015 Edition “medication allergy list” certification criterion (8
170.315(a)(8)). The functionality in this criterion was first adopted as a 2011 Edition
certification criterion to support the associated meaningful use Stage 1 objective and measure for
recording this information. The criterion does not require use of a vocabulary standard to record
medication allergies. This 2015 Edition “medication allergy list” criterion remains functionally
the same as the 2011 Edition and 2014 Edition “medication allergy list” criteria.

We propose to remove this criterion for multiple reasons. First, this criterion no longer
supports a “recording” objective and measure of the CMS Promoting Interoperability Programs
as such objective and measure no longer exist. Second, the functionality is sufficiently
widespread among health care providers since it has been part of certification and the Certified
EHR Technology definition since the 2011 Edition and has not substantively changed with the
2015 Edition. Third, we do not believe this functionality would be removed from EHR systems
because of our proposal to remove it from the 2015 Edition Base EHR definition. This
functionality is essential to clinical care and would be in EHR systems absent certification,

particularly considering the limited certification requirements. Fourth, this functionality does not
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directly support interoperability as the capabilities are focused on internally recording EHI. In
this regard, this criterion does not even require representation of medication allergies in
standardized nomenclature. Fifth, medication allergies are included in the USCDI and must be
represented in RxNorm as part of the USCDI. This approach better supports interoperability
through medication allergy information being availability for access and exchange in a structured
format. Accordingly, we propose to remove the “medication allergy list” criterion from the 2015
Edition, including the 2015 Edition Base EHR definition. We note that once removed from the
2015 Edition, the criterion would also no longer be included in the 2015 Edition “safety-
enhanced design” criterion.
iv. Smoking Status

We propose to remove the 2015 Edition “smoking status” criterion (8 170.315(a)(11)),
which would include removing it from the 2015 Edition Base EHR definition. We previously
adopted a 2015 Edition “smoking status” certification criterion that does not reference a
standard. However, the CCDS definition requires smoking status to be coded in accordance with
SNOMED CT®. While we continue to believe that the capture of a patient’s smoking status has
significant value in assisting providers with addressing the number one cause of preventable
death and disease in the United States, we no longer believe that a criterion that simply ensures
this functionality exists in health IT presented for certification is the right focus. As with other
2014 Edition functionality, we believe this functionality is fairly ubiquitous now with the
widespread adoption of health IT certified to the 2014 Edition. Further, we continue to believe
that, for the purposes of certification, having smoking status available for access and exchange

via the USCDI is ultimately the key requirement for supporting interoperability.
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Removal of Specific USCDI Smoking Status Code Sets

As mentioned above, we believe having smoking status available for USCDI purposes is
fundamentally important for supporting interoperability. We propose, however, to remove the
requirement to code smoking status according to the adopted eight smoking status SNOMED
CT® codes as referenced in the value set in § 170.207(h). These eight codes reflect an attempt to
capture smoking status in a consistent manner. Stakeholder feedback has, however, indicated that
these eight codes do not appropriately and accurately capture all applicable patients’ smoking
statuses. Accordingly, we propose to no longer require use of only the specific eight SNOMED
CT®codes for representing smoking status (and remove the standard from § 170.207). Rather, to
continue to promote interoperability while also granting providers with flexibility to better
support clinical care, we propose that health IT would simply be required to be capable of
representing smoking status in SNOMED CT® when such information is exchanged as part of
the USCDI.

b. Drug-Formulary and Preferred Drug Lists

We propose to remove the 2015 Edition “drug formulary and preferred drug list checks”
criterion in 8 170.315(a)(10). We adopted a 2015 Edition “drug-formulary and preferred drug list
checks” criterion that separates drug formulary and preferred drug list functionality, but does not
require any standards or functionality beyond that included in the 2014 Edition “drug-formulary
checks” criterion. First, we believe this functionality is fairly ubiquitous now with the
widespread adoption of health IT certified to the 2014 Edition, which included this general

functionality. Second, without standards, this criterion does not support or facilitate the critical
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goal of health IT interoperability. Therefore, removal of this criterion could reduce health IT
developer and health care provider burden.
c. Patient-Specific Education Resources

We propose to remove the 2015 Edition “patient-specific education resources”
certification criterion (8 170.315(a)(13)). ONC continues to support patient and provider
interaction, and the identification and dissemination of patient-specific educational materials to
promote positive health outcomes. However, we no longer believe that certification focused on a
health IT’s ability to identifying the existence of patient-specific education materials encourages
the advancement of this functionality or interoperability. First, this criterion would no longer be
associated with an objective or measure under the Promoting Interoperability Programs based on
proposals and determinations in recent CMS rulemakings (83 FR 35928; 83 FR 41664). Second,
based on the number of health IT products that have been certified for this functionality as part
of 2014 Edition certification and already for 2015 Edition certification, we believe that health
IT’s ability to identify appropriate patient education materials is widespread now among health
IT developers and their customers (e.g., health care providers). Third, we have recently seen
innovative advancements in this field, including the use of automation and algorithms to provide
appropriate educations materials to patients in a timely manner. These advancements help limit
clinical workflow interruptions and demonstrate the use and promise of health IT to create
efficiencies and improve patient care. As such, removal of this criterion would prevent
certification from creating an unnecessary burden for developers and providers and an
impediment to innovation.

d. CCDS Summary Record — Create; and CCDS Summary Record — Receive
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We assessed the number of products certified to the 2015 Edition “Common Clinical
Data Set summary record — create” (8 170.315(b)(4)) and “Common Clinical Data Set summary
record — receive” (8 170.315(b)(5)) criteria that have not also been certified to the 2015 Edition
“transitions of care” criterion (8§ 170.315(b)(1). We did this because the 2015 Edition “CCDS
summary record” criteria include the same functionality as the 2015 Edition “transitions of care”
criterion, except for Direct-related transport functionality. Based on our findings of only two
unique products certified to these criteria at the time of the drafting of this proposed rule, there
appears to be little market demand for certification to them. This outcome is likely attributable to
the fact mentioned above regarding their relationship to the 2015 Edition “transition of care”
criterion, that they are not included in the 2015 Edition Base EHR definition, and that no HHS
program specifically requires the use of health IT certified to the criteria. Therefore, we propose
to remove these certification criteria from the 2015 Edition.

e. Secure Messaging

We propose to remove the 2015 Edition “secure messaging” criterion (§ 170.315(e)(2)).
ONC strongly supports patient and provider communication, as well as protecting the privacy
and security of patient information. However, we no longer believe that separate certification
focused on a health IT’s ability to send and receive secure messages between health care
providers and patients is necessary. First, this criterion would no longer be associated with an
objective or measure under the Promoting Interoperability Programs based on proposals and
determinations in recent CMS rulemakings (83 FR 41664; 83 FR 35929). Second, there are
multiple other 2015 Edition certification criteria that support patient engagement, such as the

2015 Edition “view, download, and transmit to 3 party,” “API,” and “patient health information
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capture” certification criteria. Third, we have seen developers integrate this functionality as part
of other patient engagement features, such as patient portals. With these considerations in mind
and the lack of a negative impact on health IT interoperability, we believe that the removal of
this criterion will help reduce burden and costs, while also spurring further innovations in patient
engagement.

5. Removal of Certain ONC Health IT Certification Program Requirements

We propose to remove certain mandatory disclosure requirements and a related
attestation requirement under the Program. We believe removal of these requirements will
reduce costs and burden for Program stakeholders, particularly health IT developers and ONC-
ACBs. We welcome comment on the proposed removal of these requirements and any other
certification or Program requirements we should consider for removal.

a. Limitations Disclosures

We propose to remove § 170.523(k)(1)(iii)(B), which requires ONC-ACBs to ensure that
certified health IT includes a detailed description of all known material information concerning
limitations that a user may encounter in the course of implementing and using the certified health
IT, whether to meet “meaningful use” objectives and measures or to achieve any other use within
the scope of the health IT's certification. We also propose to remove § 170.523(k)(1)(iv)(B) and
(C), which state that the types of information required to be disclosed include, but are not limited
to: (B) limitations, whether by contract or otherwise, on the use of any capability to which
technology is certified for any purpose within the scope of the technology's certification; or in
connection with any data generated in the course of using any capability to which health IT is

certified; (C) Limitations, including but not limited to technical or practical limitations of
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technology or its capabilities, that could prevent or impair the successful implementation,
configuration, customization, maintenance, support, or use of any capabilities to which
technology is certified; or that could prevent or limit the use, exchange, or portability of any data
generated in the course of using any capability to which technology is certified.

These disclosure requirements regarding certified health IT limitations are superseded by
the Cures Act information blocking provision and Conditions of Certification, which we are
implementing with this proposed rule. In particular, section 3001(c)(5)(D)(ii) of the Cures Act
requires that a health IT developer, as a Condition of Certification under the Program, provide
assurances to the Secretary that, unless for legitimate purposes specified by the Secretary, the
developer will not take any action that constitutes information blocking as defined in section
3022(a) of the PHSA, or any other action that may inhibit the appropriate exchange, access, and
use of electronic health information. These assurances specifically focus on preventing
information blocking and promoting appropriate exchange, access, and use of electronic health
information. We further propose adding as a complementary Condition of Certification that
developers would be prohibited from taking any action that could interfere with a user’s ability
to access or use certified capabilities for any purpose within the scope of the technology’s
certification. Such actions may inhibit the appropriate access, exchange, or use of electronic
health information and are therefore contrary to this proposed Condition of Certification and the
statutory provision that it implements. Based on these Conditions of Certification, we believe
that disclosures of limitations by health IT developers would be unlikely and unnecessary given
their prohibition.

b. Transparency and Mandatory Disclosures Requirements
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We propose to remove the Principle of Proper Conduct (PoPC) in § 170.523(k)(2),
which requires a health IT developer to submit an attestation that it will disclose all of the
information in its mandatory disclosures per § 170.523(k)(1) to specified parties (e.g., potential
customers or anyone inquiring about a product quote or description of services). We propose that
this provision is no longer necessary and that its removal is appropriate to further reduce
administrative burden for health IT developers and ONC-ACBs. First, our experience with
developer attestations to this requirement is that over 90% of developers with certified health IT
have attested that they will provide “transparency information.” Second, the information that
developers would be asked to attest to, whether our proposal above to remove certain disclosure
requirements is finalized or not, is now readily available on health IT developers’ websites as the
mandatory disclosure requirements were implemented almost three years ago. Therefore, we
believe removal of this requirement is appropriate.

6. Recognition of Food and Drug Administration Processes

Section 618 of the Food and Drug Administration Safety and Innovation Act (FDASIA),
Public Law 112-144, required that the Food and Drug Administration (FDA), in consultation
with ONC and the Federal Communications Commission (FCC) (collectively referred to as “the
Agencies”1? for this proposal), develop a report that contains a proposed strategy and
recommendations on an appropriate, risk-based regulatory framework pertaining to health IT,
including mobile medical applications, that promotes innovation, protects patient safety, and

avoids regulatory duplication. The FDASIA Health IT Report of April 2014 contains a

10 ONC is not an agency, but an Office, within the Department of Health and Human Services.
Uhttps://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsand Tobacco/CDRH/CDRHR
eports/UCM391521.pdf
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proposed strategy and recommendations on an appropriate, risk-based regulatory framework
pertaining to health IT that promotes innovation, protects patient safety, and avoids regulatory
duplication. Public comments, received prior to the report and after,'? recommended that health
IT developers/manufacturers apply a single process that satisfies the requirements of all agencies
and that existing safety and quality-related processes, systems, and standards should be leveraged
for patient safety in health IT. On July 27, 2017, FDA announced a voluntary Software
Precertification (Pre-Cert) Pilot Program as part of a broader Digital Health Innovation Action
Plan.®® It was developed in order to create a tailored approach toward recognizing the unique
characteristics of digital technology by looking first at the firm, rather than primarily at each
product of the firm, as is currently done for traditional medical products. The FDA plans to
explore whether and how pre-certified companies that have demonstrated a culture of quality,
patient safety, and organizational excellence could bring certain types of digital health products
to market either without FDA premarket review or with a more streamlined FDA premarket
review.
a. FDA Software Pre-Certification Pilot Program

ONC believes that health IT developers that hold precertification under the FDA Digital
Health Software Precertification Program (FDA Software Precertification Program) when they
present health IT for certification under the Program could qualify for, and benefit from, further

efficiencies under the Program. Title IV of the Cures Act provides ONC with authority under the

12 hitps://www.federalregister.gov/documents/2013/05/30/2013-12817/food-and-drug-administration-safety-and-
innovation-act-fdasia-request-for-comments-on-the; https://blogs.fda.gov/fdavoice/index.php/2014/04/fda-seeks-
comment-on-proposed-health-it-strategy-that-aims-to-promote-innovation/; and
https://www.requlations.gov/document?D=FDA-2014-N-0339-0001

13 https://www.fda.gov/Medical Devices/DigitalHealth/DigitalHealthPreCertProgram/Default.htm
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Program to oversee health IT developers through Conditions and Maintenance of Certification
requirements (see section VII Conditions and Maintenance of Certification of this proposed
rule). With this new authority and our authority over health IT developers’ health IT certified
under the Program, we propose to establish processes that would provide health IT developers
that can document holding precertification under the FDA Software Precertification Program
with exemptions to the ONC Health IT Certification Program’s requirements for testing and
certification of its health IT to the 2015 Edition “quality management systems” criterion (8
170.315(g)(4)) and the 2015 Edition “safety-enhanced design” criterion (§ 170.315(g)(3)), as
these criteria are applicable to the health IT developer’s health IT presented for certification. We
also believe that such a “recognition” could, depending on the final framework of the FDA
Software Precertification Program (e.g., the key performance indicators used to demonstrate
performance and outcomes of excellence), be applicable to the functionally-based 2015 Edition
“clinical” certification criteria (§ 170.315(a)). More specifically, this could address the
“computerized provider order entry (CPOE)” (8 170.315(a)(1), (2), and (3)), “drug-drug, drug-
allergy interaction checks for CPOE” (§ 170.315(a)(4)), “clinical decision support” (8§
170.315(a)(9)), and “implantable device list” (8 170.315(a)(14)) certification criteria. Such
“recognition” could also be appropriate to address any or all of the following functionally-based
2015 Edition criteria in the event their proposed removal is not finalized: “problem list” (§
170.315(a)(6)), “medication list” (§ 170.315(a)(7)), “medication allergy list” (§ 170.315(a)(8)),
“drug-formulary and preferred drug list checks” (8 170.315(a)(10)),” and “smoking status” (8

170.315(a)(11)).
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Our proposed “recognition” would align with both Executive Orders 13563 and 13771
regarding deregulatory, less burdensome, and more effective initiatives. It would also serve as a
regulatory relief for those health IT developers qualifying as small businesses under the
Regulatory Flexibility Act (see section XIV.C.3 Regulatory Flexibility Act of this proposed
rule). Furthermore, it would closely align with FDASIA’s instruction to promote innovation,
protect patient safety, and avoid regulatory duplication. However, despite these proffered
benefits, there may be reasons not to adopt such a “recognition” approach. For example,
stakeholders may not agree that the FDA Software Precertification Program (and/or subsequent
finalized program) sufficiently aligns with our Program. Developers and providers may have
varying and divergent views about the benefits and detriments of such an approach. Further,
while we believe that we could properly operationalize such an approach by ensuring
certifications indicate which criteria have been “deemed certified” by ONC (but still subject to
ONC-ACB surveillance), stakeholders may have other operational concerns. Accordingly, we
welcome comments on these and other aspects of our proposed “recognition” approach,
including the 2015 Edition certification criteria that should be eligible for “recognition.”

b. Development of Similar Independent Program Processes — Request for
Information

Recognition of the FDA Software Pre-Certification Program for purposes of our
Program, as noted above, may eventually be determined to be infeasible or insufficient to meet
our goals of reducing burden and promoting innovation. With this in mind, we request comment
on whether ONC should establish new regulatory processes tailored towards recognizing the

unique characteristics of health IT (e.g., EHR software) by looking first at the health IT
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developer, rather than primarily at the health IT presented for certification, as is currently done
under the Program. For example, ONC could possibly establish Conditions and Maintenance of
Certification requirements, through rulemaking, that facilitate the deeming of all of a health IT
developer’s health IT as “certified” under the Program for certification criteria identified by
ONC as solely “functionally-based” criteria (i.e., not essential to interoperability, such as the
“CPOE?” criteria) or possibly broader in scope. This approach could rely on, but not be limited to,
one or a combination of the following: (1) certain demonstrated health IT developer processes or
health IT functionality; (2) prior successful certification of a health IT developer’s health IT
under the Program; (3) results of real world testing for interoperability as required by the Cures
Act and the proposed implementing regulatory Condition of Certification (see section VI1.B.5 of
this proposed rule); and/or (4) the results of the EHR Reporting Program once implemented (see
section VI11.B.7 of this proposed rule). No matter the specifics, we are most interested in whether
stakeholders believe this is an approach we should pursue in conjunction with, or in lieu of, the
proposed approach of recognizing the FDA Software Pre-Certification Pilot Program. We also
welcome more specific comments on the health IT developer criteria for such an approach and
what the Conditions and/or Maintenance of Certification requirements should be to support such
an approach within the framework of the proposed Conditions and Maintenance of Certification
requirements discussed in section VI of this proposed rule.
IV. Updates to the 2015 Edition Certification Criteria

This rule proposes to update the 2015 Edition by revising and adding certification criteria

that would establish the capabilities and related standards and implementation specifications for
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the certification of health IT. The updates to the 2015 Edition would enhance interoperability and
improve the accessibility of patient records consistent with section 4006(a) of the Cures Act.
A. Standards and Implementation Specifications

1. National Technology Transfer and Advancement Act

The National Technology Transfer and Advancement Act (NTTAA) of 1995 (15 U.S.C.
3701 et. seq.) and the Office of Management and Budget (OMB) Circular A-119% require the
use of, wherever practical, technical standards that are developed or adopted by voluntary
consensus standards bodies to carry out policy objectives or activities, with certain exceptions.
The NTTAA and OMB Circular A-119 provide exceptions to electing only standards developed
or adopted by voluntary consensus standards bodies, namely when doing so would be
inconsistent with applicable law or otherwise impractical. Agencies have the discretion to
decline the use of existing voluntary consensus standards if determined that such standards are
inconsistent with applicable law or otherwise impractical, and instead use a government-unique
standard or other standard. In addition to the consideration of voluntary consensus standards, the
OMB Circular A-119 recognizes the contributions of standardization activities that take place
outside of the voluntary consensus standards process. Therefore, in instances where use of
voluntary consensus standards would be inconsistent with applicable law or otherwise
impracticable, other standards should be considered that meet the agency’s regulatory,

procurement or program needs, deliver favorable technical and economic outcomes, and are

Uhttps://www.whitehouse.gov/sites/whitehouse.gov/files/lomb/circulars/A119/revised circular a-
119 as of 1 22.pdf
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widely utilized in the marketplace. In this proposed rule, we use voluntary consensus standards

except for:

e The standard we propose to adopt in 8 170.213. We propose to remove the Common Clinical
Data Set (CCDS) definition and effectively replace it with a government unique standard, the
United States Core Data for Interoperability (USCDI), Version 1(v1);

e The standard we propose to adopt in § 170.215(a)(2). We propose the government unique
API Resource Collection in Health (ARCH) Version 1 implementation specification;

e The standards we propose to adopt in 8§ 170.215(a)(3) through (5) for application
programming interfaces (APIs). These market driven consortia standards have been
developed through a streamlined process that does not meet the full definition of voluntary
consensus standards development but still includes representation from those interested in the
use cases supported by the standards (e.g., health IT developers and health care providers). In
the absence of available voluntary consensus standards that would meet our needs, these
standards deliver favorable technical and economic outcomes, particularly improved
interoperability. Further, some of these standards may eventually proceed through a
standards development organization for approval; and

e The standards we propose to adopt in § 170.205(h)(3) and (k)(3). We propose to replace the
current HL7 QRDA standards with government unique standards that more effectively
support the associated certification criterion’s use case, which is reporting eCQM data to
CMS.

2. Compliance with Adopted Standards and Implementation Specifications
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In accordance with Office of the Federal Register regulations related to “incorporation by
reference,” 1 CFR part 51, which we follow when we adopt proposed standards and/or
implementation specifications in any subsequent final rule, the entire standard or implementation
specification document is deemed published in the Federal Register when incorporated by
reference therein with the approval of the Director of the Federal Register. Once published,
compliance with the standard and implementation specification includes the entire document
unless we specify otherwise. For example, if we adopted the Health Level 7 (HL7) Argonaut
Data Query Implementation Guide (IG) proposed in this proposed rule (see section VII.B.4.b),
health IT certified to certification criteria referencing this 1G would need to demonstrate
compliance with all mandatory elements and requirements of the 1G. If an element of the IG is
optional or permissive in any way, it would remain that way for testing and certification unless
we specified otherwise in regulation. In such cases, the regulatory text would preempt the
permissiveness of the IG.

3. “Reasonably Available” to Interested Parties

The Office of the Federal Register has established requirements for materials (e.g.,
standards and implementation specifications) that agencies propose to incorporate by reference
in the Code of Federal Regulations (79 FR 66267; 1 CFR 51.5(a)). To comply with these
requirements, in section X (“Incorporation by Reference”) of this preamble, we provide
summaries of, and uniform resource locators (URLS) to, the standards and implementation
specifications we propose to adopt and subsequently incorporate by reference in the Code of
Federal Regulations. To note, we also provide relevant information about these standards and

implementation specifications throughout the relevant sections of the proposed rule.
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B. Revised and New 2015 Edition Criteria

In order to capture and share patient data efficiently, health care providers need health
IT that store data in structured formats. Structured data allows health care providers to easily
retrieve and transfer patient information, and use health IT in ways that can aid patient care. We
propose to adopt revised and new 2015 Edition certification criteria, including new standards, to
support these objectives. Some of these criteria and standards are included in the Certified EHR
Technology (CEHRT) definition used for participation in HHS Programs, such as the Promoting
Interoperability Programs (formerly the EHR Incentive Programs), some are required to be met
for participation in the ONC Health IT Certification Program, and some, though beneficial, are
unassociated with the CEHRT definition and not required for participating in any HHS
program, including the ONC Health IT Certification Program.

1. The United States Core Data for Interoperability Standard (USCDI)

The initial focus of the Program was to support the Medicare and Medicaid EHR
Incentive Programs (76 FR 1294) now referred to as the Promoting Interoperability Programs
(and referenced as such hereafter). As such, the 2014 Edition certification criteria mirrored those
functions specified by Promoting Interoperability Programs’ objectives and measures. In order to
improve efficiency and streamline the common data within our Program’s certification criteria,
we created a single definition for all the required data which could be referenced for all
applicable certification criteria. We created the term “Common MU Data Set” to encompass the
common set of MU data types/elements (and associated vocabulary standards) for which

certification would be required across several certification criteria (77 FR 54170).
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The 2015 Edition final rule modified the Program to make it open and accessible to more
types of health IT, and health IT that supports various care and practice settings beyond those
included in the Promoting Interoperability Programs (80 FR 62604). In comparison to the
previous editions, the 2015 Edition focused on identifying health IT components necessary to
establish an interoperable nationwide health information infrastructure, fostering innovation and
open new market opportunities, and allowing for more health care provider and patient choices
in electronic health information access and exchange. In order to align with this approach, we
revised the concept of the “Common MU Data Set” definition and changed the name to the
“Common Clinical Data Set” (CCDS) definition. The CCDS definition was further revised in the
2015 Edition rulemaking to account for new and updated vocabulary and content standards in
order to improve and advance interoperability and health information exchange (80 FR 62604). It
further expanded accessibility and availability of data exchanged by updating the definition of
Base Electronic Health Record (EHR) (2015 Edition Base EHR definition) to include enhanced
data export, transitions of care, and application programming interface (API) capabilities, all of
which required that at a minimum the CCDS be available (80 FR 62602-62604).

The regulatory approach to use and reference a “definition” to identify electronic health
information, including with associated vocabulary codes, for access, exchange and use has had
its drawbacks. While the CCDS definition served its designed purpose, to cut down on repetitive
text in each of the certification criteria in which it is referenced, it also began to be colloquially
used for many different purposes. As the CCDS definition’s relevance grew outside of its
regulatory context it became a symbolic and practical limit to the industry’s collective interests

to go beyond the CCDS data for access, exchange, and use. As we move towards value-based
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care and the inclusion of data classes that go beyond clinical data, and as part of ONC’s
continued efforts to evaluate the availability of a minimum baseline of data classes that must be
commonly available for interoperable exchange, we acknowledge the need to change and
improve our regulatory approach to the CCDS. Therefore, in order to advance interoperability by
ensuring compliance with new data and vocabulary codes sets that support the data, we propose
to remove the “Common Clinical Data Set” definition and its references from the 2015 Edition
and replace it with the “United States Core Data for Interoperability” (USCDI) standard. The
USCDI standard aims to achieve the goals set forth in the Cures Act by specifying a common set
of data classes for interoperable exchange.

We propose to adopt the USCDI as a standard as such term is defined in § 170.102. In §
170.102, a “standard” is defined as a “technical, functional, or performance-based rule,
condition, requirement, or specification that stipulates instructions, fields, codes, data, materials,
characteristics, or actions.” The USCDI standard would comprise data classes, which may be
further delineated into groupings of specific data element(s). For example, “patient
demographics” is a data class and within that data class there is “patient name,” which is a data
element. As noted in section 1V.B.1.b, for the overall structure and organization of the USCDI,

please consult www.healthIT.gov/USCDI.

ONC intends to establish and follow a predictable, transparent, and collaborative process
to expand the USCDI, including providing stakeholders with the opportunity to comment on the
USCDI’s expansion. Once the Secretary adopts the first version of the USCDI through
rulemaking, which we propose in this rulemaking, health IT developers would be allowed to take

advantage of the “Standards Version Advancement Process” flexibility. The Standards Version
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Advancement Process , proposed in Section VII1.B.5 (below), would permit health IT developers
to voluntarily implement and use a new version of an adopted standard (e.g., the USCDI),
subject to certain conditions including a requirement that the new version is approved for use by
the National Coordinator.
a. USCDI 2015 Edition Certification Criteria

We propose to adopt the USCDI Version 1 (USCDI v1) in § 170.213. *° The USCDI is a
standardized set of health data classes and constituent data elements that would be required to
support nationwide electronic health information exchange. Once adopted in a final rule, health
IT developers would be required to update their certified health IT to support the USCDI v1 for
all certification criteria affected by this proposed change. We propose to revise the following
CCDS dependent 2015 Edition certification criteria to incorporate the USCDI standard:
e “transitions of care” (§ 170.315(b)(1));
e “view, download, and transmit to 3rd party” (§ 170.315(e)(1));
e “consolidated CDA creation performance” (8 170.315(g)(6));
e “transmission to public health agencies — electronic case reporting” (§ 170.315(f)(5)); and
o “application access — all data request” (8 170.315(g)(9)).

We note that we did not include the “data export” criterion (8 170.315(b)(6)) as we are
proposing to remove it and adopt instead the “EHI export” criterion (§ 170.315(b)(10)). For

similar reasons, we did not include the “application access — data category request” criterion (8

15 We note that USCDI vlis an updated version and distinguished from the Draft United States Core Data for
Interoperability (USCDI) previously made available for public review and comment in the course of its development
as a prospective standard.
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170.315(g)(8)) because we are proposing to replace it with the API certification criterion (8
170.315(g)(10)), which derives its data requirements from the USCDI.

We propose, as a Maintenance of Certification requirement for the real world testing
Condition of Certification, that health IT developers with health IT certified to the five above-
identified certification criteria prior to the effective date of a subsequent final rule would have to
update such certified health IT to the proposed revisions. We further propose, as a Maintenance
of Certification requirement for the real world testing Condition of Certification, that health IT
developers must provide the updated certified health IT to all their customers with health 1T
previously certified to the identified criteria no later than 24 months after the effective date of a
final rule for this proposed rule. For the purposes of meeting this compliance timeline, we expect
health IT developers to update their certified health IT without new mandatory testing and notify
their ONC-ACB on the date at which they have reached compliance. Developers would also
need to factor these updates into their next real world testing plan as discussed in section VI1.B.5
of this proposed rule. Further, we refer health IT developer to the next section, which describes
how the USCDI differs from the current CCDS.

b. USCDI Standard - Data Classes Included

The USCDI Version 1 (USCDI v1) and its constituent data elements account for the
public comments we received on the Draft USCDI and Proposed Expansion Process!® published
in January 2018 as well as initial feedback from the Health IT Advisory Committee. The
standard as we propose to adopt it in § 170.213 also reflects and acknowledges the burden that

rapidly expanding the USCDI v1 beyond the CCDS could cause. As a result, the USCDI vl is a

16 hitps://www.healthit.gov/sites/default/files/draft-uscdi.pdf
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modest expansion of the CCDS, which we believe most health IT developers already support,
were already working toward, or should be capable of updating their health IT to support in a
timely manner. The following describes only the delta between the CCDS and the USCDI v1.
For the overall structure and organization of the USCDI standard, please consult

www.healthlT.gov/USCDI.

i. Updated Versions of Vocabulary Standard Code Sets

We propose that the USCDI Version 1 (USCDI v1) include the newest versions of the
“minimum standard” code sets included in the CCDS available at publication of a subsequent
final rule. We request comment on this proposal and on whether this could result in any
interoperability concerns. To note, criteria such as the 2015 Edition “family health history”
criterion (8 170.315(a)(12)), the 2015 Edition “transmission to immunization registries” criterion
(8 170.315(f)(1)), and the 2015 Edition “transmission to public health agencies—syndromic
surveillance” criterion (8 170.315(f)(2)) reference “minimum standard” code sets; however, we
are considering changing the certification baseline versions of the code set for these criteria from
the versions adopted in the 2015 Edition final rule to ensure complete interoperability alignment.
We welcome comment on whether we should adopt such an approach.

We also note, for purposes of clarity, that consistent with § 170.555, unless the Secretary
prohibits the use of a newer version of an identified minimum standard code set for certification,
health IT could continue to be certified or upgraded to a newer version of an identified minimum
standard code set than that included in USCDI v1 or the most recent USCDI version that the
National Coordinator has approved for use in the Program via the Standards Version
Advancement Process.
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ii. Address and Phone Number

The USCDI v1 includes new data elements for “address” and “phone number.” The
inclusion of “address” (to represent the postal location for the patient) and “phone number” (to
represent the patient’s telephone number) would improve the comprehensiveness of health
information for patient care. The inclusion of these data elements is also consistent with the list
of patient matching data elements already specified in the 2015 Edition “transitions of care”
certification criterion (8 170.315(b)(1)(iii)(G)), which supports the exchange of patient health
information between providers of patient care.

iii. Pediatric Vital Signs

The USCDI v1 includes the pediatric vital sign data elements, which are specified as
optional health information in the 2015 Edition CCDS definition. Pediatric vital signs include:
head occipital-frontal circumference for children less than 3 years of age, BMI percentile per age
and sex for youth 2-20 years of age, weight for age per length and sex for children less than 3
years of age, and the reference range/scale or growth curve, as appropriate. As explained in
section VI.A.2 of this proposed rule, the inclusion of pediatric vital sign data elements in the
draft USCDI v1 would align with the provisions of the Cures Act related to health IT to support
the health care of children. Stakeholders emphasized the value of pediatric vital sign data
elements to better support the safety and quality of care delivered to children. We also note that,
as discussed in the 2015 Edition proposed rule, the Centers for Disease Control and Prevention
(CDC) recommends the use of these pediatric vital signs for settings of care in which pediatric
and adolescent patients are seen (80 FR 16818-16819) as part of best practices. The availability

of a reference range/scale or growth curve would help with proper interpretation of the
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measurements for the BMI percentile per age and sex and weight for age per length and sex.
Further, the inclusion of this health information in the USCDI v1 is the appropriate next step
after first specifying them as optional in the CCDS definition as part of the 2015 Edition
rulemaking and as a means of supporting patient access to their EHI in a longitudinal format
through certified health IT (see section 3009(e)(2)(A)(i) of the PHSA as amended by the Cures
Act). We recognize, however, that certain health IT developers and their customers may not find
these capabilities and information useful. Therefore, we request comment on the inclusion of
pediatric vital signs in the USCDI v1, including the potential benefits and costs for all
stakeholders stemming from its inclusion in the USCDI v1.
iv. Clinical Notes

The USCDI v1 includes a new data class, titled “clinical notes.” “Clinical notes” is
included in the USCDI v1 based on significant feedback from the industry since the 2015 Edition
final rule. We also received feedback during the Trusted Exchange Framework and Common
Agreement (TEFCA) stakeholder sessions and public comment period. It has been identified by
stakeholders as highly desirable data for interoperable exchange. The free text portion of the
clinical notes was most often relayed by clinicians as the data they sought, but were often
missing during electronic health information exchange. Clinical notes can be composed of text
generated from structured (pick-list and/or check the box) fields as well as unstructured (free
text) data. A clinical note may include the assessment, diagnosis, plan of care and evaluation of
plan, patient teaching, and other relevant data points.

We recognize that a number of different clinical notes could be useful for stakeholders. It

is our understanding that work is being done in the community to focus on a subset of clinical
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notes. We considered three options for identifying the different “note types” to adopt in USCDI
v1. The first option we considered would allow for the community to offer any and all
recommended notes. The second option we considered would set a minimum standard of eight
note types. This option was derived from the eight note types identified by the Argonaut Project
participants.!” The third option we identified would look to the eleven HL7 Consolidated
Clinical Data Architecture (C-CDA) document types identified in the C-CDA Release 2.1, which
also included the note types being identified by the Argonaut Project participants. We ultimately
decided to move forward with the second option because it unites public and private interests
toward the same goal. The eight selected note types are a minimum bar and, in the future, the
USCDI may be updated to include other clinical notes. Specifically, we propose to include the
following clinical note types for both inpatient and outpatient (primary care, emergency
department, etc.) settings in USCDI v1 as a minimum standard: (1) Discharge Summary note; (2)
History & Physical; (3) Progress Note; (4) Consultation Note; (5) Imaging Narrative; (6)
Laboratory Report Narrative; (7) Pathology Report Narrative; and (8) Procedures Note. We seek
comment on whether to include additional note types as part of the USCDI v1.
v. Provenance

The USCDI v1 also includes a new data class, titled “provenance.” “Provenance” has

been identified by stakeholders®® as valuable for interoperable exchange. The provenance of data

was also referenced by stakeholders as a fundamental need to improve the trustworthiness and

17 Link to the Clinical Notes Argonaut Project identified (to clarify: seven bullets are listed, however, we split
laboratory and pathology note types into their own note)
http://wiki.hl7.org/index.php?title=201805_Clinical_Notes Track

18 https://www.healthit.gov/topic/interoperability/trusted-exchange-framework-and-common-agreement
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reliability of the data being exchanged. Provenance describes the metadata, or extra information
about data, that can help answer questions such as when and who created the data.

The inclusion of “provenance” as a data class in the USCDI v1 would also complement
the Cures Act requirement to support the exchange of data through the use of APIs. This
approach differs from the exchange of data via the C-CDA. While C-CDAs are often critiqued
due to their relative “length,” the C-CDA represents the output of a clinical encounter and
includes relevant context. The same will not always be true in an API context. APIs facilitate the
granular exchange of data and, as noted in the 2015 Edition final rule, offer the potential to
aggregate data from multiple sources in a web or mobile application (80 FR 62675). The
inclusion of provenance would help retain the relevant context so the recipient can better
understand the origin of the data. As noted in section VII1.B.4, we are also proposing to include
provenance in our proposed “API Resource Collection in Health” (ARCH) Version 1
implementation specification in 8 170.215(a)(2), which would list a set of base Fast Healthcare
Interoperability Resources (FHIR®) resources that Health IT Modules certified to the proposed
API criterion (8§ 170.315(g)(10)) would need to support.

We propose to further delineate the provenance data class into three data elements: “the
author,” which represents the person(s) who is responsible for the information; “the author’s time
stamp,” which indicates the time the information was recorded; and “the author’s organization,”
which would be the organization the author is associated with at the time they interacted with the
data. We have identified these three data elements as fundamental for data recipients to have
available and both are commonly captured and currently available through standards. We request

comment on the inclusion of these three data elements and whether any other provenance data
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elements, such as the identity of the individual or entity the data was obtained from or sent by
(sometimes discussed in standards working groups as the provenance of the data’s “last hop”),
would be essential to include as part of the USCDI v1 standard. We acknowledge that there is
currently work to help define provenance in a standard robust manner, and we anticipate
adopting the industry consensus once it becomes available.

vi. Unique Device Identifier(s) for a Patient's Implantable Device(s)

We are aware of a recently published implementation guide (1G) within HL7 that
provides further guidance on the unique device identifier (UDI) requirements. The IG, Health
Level 7 (HL7®) CDA R2 Implementation Guide: C-CDA Supplemental Templates for Unique
Device ldentification (UDI) for Implantable Medical Devices, Release 1-US Realm?'®, identifies
changes needed to the C-CDA to better facilitate the exchange of the individual UDI components
in the health care system when devices are implanted in a patient. The UDI components include
the Device Identifier (DI) and the following individual production identifiers: the lot or batch
number, serial number, manufacturing date, expiration date, and distinct identification code.
However, as this new IG has been recently published, we request comment on whether we
should add this UDI IG as a requirement for health IT to adopt in order to meet the requirements
for UDI USCDI Data Class. In addition, we do not have a reliable basis on which to estimate
how much it would cost to meet the requirements outlined in the UDI IG; and, therefore, we
request comment on the cost and burden of complying with this proposed requirement.

vii. Medication Data Request for Comment

19 hitp://www.hl7.org/dstucomments/showdetail.cfm?dstuid=245
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The USCDI v1 “Medication” data class includes two constituent data elements within it:
Medications and Medication Allergies. With respect to the latter, Medication Allergies, we
request comment on an alternative approach. This alternative would result in removing the
Medication Allergies data element from the Medication data class and creating a new data class
titled, “Substance Reactions,” which would be meant to be inclusive of “Medication Allergies.”
The new “Substance Reactions” data class would include the following data elements:
“Substance” and “Reaction,” and include SNOMED CT as an additional applicable standard for
non-medication substances.

c. USCDI Standard — Relationship to Content Exchange Standards and
Implementation Specifications

In order to align with our approach to be responsive to the evolution of standards and to
facilitate updates to newer versions of standards, the USCDI v1 (8 170.213) is “content
exchange” standard agnostic. It establishes “data policy” and does not directly associate with the
content exchange standards and implementation specifications which, given a particular context,
may be necessary to exchange the entire USCDI, a USCDI class, or elements within it. To our
knowledge, all data classes in the USCDI v1 can be supported by commonly used “content
exchange” standards, including HL7 C-CDA Release 2.1 and FHIR®,

d. Clinical Notes C-CDA Implementation Specification

In conjunction with our proposal to adopt the USCDI v1, we propose to adopt the HL7
CDAP® R2 IG: C-CDA Templates for Clinical Notes R1 Companion Guide, Release 1 in §
170.205(a)(4)(i) (“C-CDA Companion Guide”). The C-CDA Companion Guide provides

supplemental guidance and additional technical clarification for specifying data in the C-CDA
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Release 2.1.2° As noted above, the proposed USCDI v1 includes new data classes, such as
“clinical notes,” which are further supported through the C-CDA Companion Guide. For
example, the C-CDA Companion Guide provides specifications for clinical notes by indicating
that clinical notes should be recorded in “note activity” and requires references to other discrete
data, such as “encounters.” The C-CDA Companion Guide also enhances implementation of the
2015 Edition certification criteria that reference the C-CDA Release 2.1 (§ 170.205(a)(4)). As
noted by stakeholders, the C-CDA Release 2.1 includes some optionality and ambiguity with
respect to data element components, such as the locations and value sets. We attempted to
address some of this optionality by clarifying requirements using Certification Companion
Guides (CCGs)? and by specifying in the CCDS definition where certain data should be placed
in the C-CDA Release 2.1 templates (e.g., “goals” in the goals section).?? The C-CDA
Companion Guide, which was released after the 2015 Edition final rule, provides similar, but
additional C-CDA implementation structure. For example, race and ethnicity are required data
elements in the USCDI (formerly the CCDS) and must be included in C-CDA exchanges if
known, or they may be marked with a nullFlavor of UNK (unknown) if not known. The C-CDA
Release 2.1 is unclear on the location and value set, but the C-CDA Companion Guide clarifies
the location and value set. The adoption of the C-CDA Companion Guide would align with our
goal to increase the consistent implementation of standards among health IT developers and

improve interoperability. We propose to adopt this C-CDA Companion Guide to support best

20 hitp://www.hl7.org/implement/standards/product _brief.cfm?product id=447
21 hitps://www.healthit.gov/topic/certification-ehrs/2015-edition-test-method
22 hitps://www.healthit.gov/sites/default/files/topiclanding/2018-04/2015Ed CCG CCDS.pdf
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practice implementation of USCDI v1 data classes and 2015 Edition certification criteria that
reference C-CDA Release 2.1 (§ 170.205(a)(4)). The criteria include:

e “transitions of care” (§ 170.315(b)(1));

e “clinical information reconciliation and incorporation” (§ 170.315(b)(2));

e “care plan” (8§ 170.315(b)(9));

e “view, download, and transmit to 3rd party” (§ 170.315(e)(1));

e “consolidated CDA creation performance” (§ 170.315(g)(6)); and

o “application access — all data request” (8 170.315(g)(9)).

We propose, as a Maintenance of Certification requirement for the real world testing
Condition of Certification, that health IT developers with health IT certified to the six above-
identified certification criteria prior to the effective date of a subsequent final rule would have to
update such certified health IT to the proposed revisions. We further propose, as a Maintenance
of Certification requirement for the real world testing Condition of Certification, that health IT
developers must provide the updated certified health IT to all their customers with health IT
previously certified to the identified criteria no later than 24 months after the effective date of a
final rule for this proposed rule. For the purposes of meeting this compliance timeline, we expect
health IT developers to update their certified health IT without new mandatory testing and notify
their ONC-ACB on the date at which they have reached compliance. Developers would also
need to factor these updates into their next real world testing plan as discussed in section VI1.B.5
of this proposed rule.

2. Electronic Prescribing Standard and Certification Criterion
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We propose to update the electronic prescribing (e-Rx) SCRIPT standard used for
“electronic prescribing” in the 2015 Edition to NCPDP SCRIPT 2017071, which would result in
a new e-Rx standard becoming the baseline for certification. We propose to adopt this standard
in § 170.205(b)(1). ONC and CMS have historically maintained complementary policies of
aligning health IT certification criteria and associated standard for e-prescribing with the CMS
Medicare Part D e-Rx and MH standards (75 FR 44589; 77 FR 54198). To this end, CMS has
retired the current standard (NCPDP SCRIPT version 10.6) for e-RX and MH and adopted
NCPDP SCRIPT 2017071 as the standard for Part D e-Rx and MH effective January 1, 2020,
conditional on ONC updating the Program to the NCPDP SCRIPT 2017071 standard for its e-Rx
certification criterion (see also 42 CFR 423.160(b)(1)(v) and (2)(iv)). In addition, CMS recently
sought comment regarding whether the NCPDP SCRIPT 2017071 standard could facilitate
future reporting of the proposed Query of Prescription Drug Monitoring Program (PDMP)
measure in both the 2019 Physician Fee Schedule proposed rule (83 FR 35923) and Hospital
Inpatient Prospective Payment Systems (IPPS) Fiscal Year 2019 proposed rule (83 FR 20528).
As summarized in the IPPS Fiscal Year 2019 final rule (83 FR 41144), CMS received comments
supportive of using the NCPDP SCRIPT 2017071 medication history transactions for PDMP
queries and responses, as well as comments asking CMS to seek harmonizing of the 2015
Edition e-prescribing certification criterion to the NCPDP SCRIPT 2017071 standard specified
in the part D program portions of the recent "Medicare Program; Contract Year 2019 Policy and
Technical Changes to the Medicare Advantage, Medicare Cost Plan, Medicare Fee-for-Service,
the Medicare Prescription Drug Benefit Programs, and the PACE Program™ final rule (83 FR

16440).
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In addition to proposing to adopt the NCPDP SCRIPT 2017071 standard for the transactions
that are listed in the current “electronic prescribing” criterion (8 170.315(b)(3)), we propose to
adopt and require conformance to all of the NCPDP SCRIPT 2017071 standard transactions
CMS adopted at 42 CFR 423.160(b)(2)(iv) for NCPDP SCRIPT 2017071. Therefore, we propose
to adopt a new 2015 Edition “electronic prescribing” criterion (§ 170.315(b)(11)) that includes
the following transactions:

e Create new prescriptions (NewRx, NewRxRequest, NewRxResponseDenied)

A NewRXx transaction is a new prescription from a prescriber to a pharmacy so that it can
be dispensed to a patient. A NewRxRequest is a request from a pharmacy to a prescriber for a
new prescription for a patient. A NewRxResponseDenied is a denied response to a previously
sent NewRxRequest (if approved, a NewRx would be sent). A NewRxResponseDenied response
may occur when the NewRxRequest cannot be processed or if information is unavailable.

e Change prescriptions (RxChangeRequest, RxChangeResponse)

An RxChangeRequest transaction originates from a pharmacy to request: a change in the
original prescription (new or fillable), validation of prescriber credentials, a prescriber to review
the drug requested, or a prior authorization from the payer for the prescription. An
RxChangeResponse transaction originates from a prescriber to respond: to a prescription change
request from a pharmacy, to a request for a prior authorization from a pharmacy, or to a
prescriber credential validation request from a pharmacy.

e Cancel prescriptions (CancelRx, CancelRxResponse)

A CancelRx transaction is a request from a prescriber to a pharmacy to not fill a
previously sent prescription. A CancelRx must contain pertinent information for the pharmacy to
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be able to find the prescription in their system (patient, medication (name, strength, dosage,
form), prescriber, prescription number if available). A CancelRxResponse is a response from a
pharmacy to a prescriber to acknowledge a CancelRx, and is used to denote if the cancellation is
Approved or Denied.

e Renew prescriptions (RxRenewalRequest, RxRenewalResponse)

An RxRenewalRequest transaction originates from a pharmacy to request additional
refills beyond those originally prescribed. RxRenewalResponse originates from a prescriber to
respond to the request.

e Receive fill status notifications (RxFill, RxFillIndicatorChange)

An RxFill transaction is sent from a pharmacy to a prescriber or a long term or post-acute
care (LTPAC) facility indicating the FillStatus (dispensed, partially dispensed, not dispensed or
returned to stock, transferred to another pharmacy) of the new, refill, or resupply prescriptions
for a patient. RxFillIndicator informs the pharmacy of the prescriber’s intent for fill status
notifications for a specific patient/medication. An RxFilllndicatorChange is sent by a prescriber
to a pharmacy to indicate that the prescriber is changing the types of RxFill transactions that
were previously requested, where the prescriber may modify the fill status of transactions
previously selected or cancel future RxFill transactions.

e Request and receive medication history (RxHistoryRequest, RxHistoryResponse)

An RxHistoryRequest transaction is a request from a prescriber for a list of medications
that have been prescribed, dispensed, claimed, or indicated by a patient. This request could be
sent to a state Prescription Drug Monitoring Program (PDMP). An RxHistoryResponse is a

response to an RxHistoryRequest containing a patient’s medication history. It includes the
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medications that were dispensed or obtained within a certain timeframe, and optionally includes
the prescriber that prescribed it. RxHistoryRequest and RxHistoryResponse transactions may be
sent directly or through an intermediary.

e Ask the Mailbox if there are any transactions (GetMessage)

This transaction is used by the prescriber or pharmacy asking the mailbox if there are any
transactions. It is at the heart of the mechanism used by a pharmacy or prescriber system to
receive transactions from each other or from a payer or the REMS Administrator via a Switch,
acting as a Mailbox.

e Relay acceptance of a transaction back to the sender (Status)

This transaction is used to relay acceptance of a transaction back to the sender. A Status
in response to any applicable transaction other than GetMessage indicates acceptance and
responsibility for a request. A Status in response to GetMessage indicates that no mail is waiting
for pickup. A Status cannot be mailboxed and may not contain an error.

e Respond that there was a problem with the transaction (Error)

This transaction indicates an error has occurred, indicating the request was terminated.
An Error can be generated when there is a communication problem or when the transaction
actually had an error. An error can be mailboxed, as it may be signifying to the originator that a
transaction was unable to be delivered or encountered problems in the acceptance. The Error
must be a different response than a Status, since the communication between the system and the
Mailbox must clearly denote the actions taking place. An Error is a response being delivered on
behalf of a previous transaction, and the Status signifies no more mail.

e Respond that a transaction requesting a return receipt has been received (Verify)
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This transaction is a response to a pharmacy or prescriber indicating that a transaction
requesting a return receipt has been received. Verifications results when a “return receipt
requested” flag is set in the original request. Upon receiving a transaction with ReturnReceipt
set, it is the responsibility of the receiver to either generate a Verify in response to the request
(recommended) or generate a Status in response to this request, followed subsequently by a free
standing Verify. This transaction notifies the originator that the transaction was received at the
software system. It is not a notification of action taking place, since time may elapse before the
ultimate answer to the transaction may take place.

e Request to send an additional supply of medication (Resupply)

This transaction is a request from a Long Term or Post-Acute Care (LTPAC)
organization to a pharmacy to send an additional supply of medication for an existing order. An
example use case is when a medication supply for a resident is running low (2-3 doses) and a
new supply is needed from the pharmacy, the LTPAC organization need a way to notify the
pharmacy that an additional supply for the medication is needed.

e Communicate drug administration events (DrugAdministration)

This transaction communicates drug administration events from a prescriber/care facility
to the pharmacy or other entity. It is a notification from a prescriber/care facility to a pharmacy
or other entity that a drug administration event has occurred - for example, a medication was
suspended or administration was resumed.

e Transfer one or more prescriptions (RxTransferRequest, RxTransferResponse,

RxTransferConfirm)
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The RxTransferRequest transaction is used when the pharmacy is asking for a transfer of
one or more prescriptions for a specific patient to the requesting pharmacy. The
RxTransferResponse transaction is the response to the RxTransferRequest which includes the
prescription(s) being transferred or a rejection of the transfer request. It is sent from the
transferring pharmacy to the requesting pharmacy. The RxTransferConfirm transaction is used
by the pharmacy receiving (originally requesting) the transfer to confirm that the transfer
prescription has been received and the transfer is complete.

e Recertify the continued administration of a medication order (Recertification)

This transaction is a notification from a facility, on behalf of a prescriber, to a pharmacy
recertifying the continued administration of a medication order. An example use is when an
existing medication order has been recertified by the prescriber for continued use. Long term or
post-acute care use only.

e Complete Risk Evaluation and Mitigation Strategy (REMS) Transactions
(REMSInitiationRequest, REMSInitiationResponse, REMSRequest, and
REMSResponse)

With CMS’ recent adoption of these transactions in their recently issued final rule
associated with e-prescribing for Medicare Part D (42 CFR 423.160(b)(2)(iv)(W)-(2)), we
believe that it would be equally beneficial to include these four REMS transactions as part of this
proposed certification criterion: REMSInitiationRequest, REMSInitiationResponse,
REMSRequest, and REMSResponse.

The Food and Drug Administration Amendments Act (FDAAA) of 2007 (Public Law
110-85) enables the Food and Drug Administration (FDA) to require a REMS from a
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pharmaceutical manufacturer if the FDA determines that a REMS is necessary to ensure the
benefits of a drug outweigh the risks associated with the drug. The currently approved REMS
programs vary in levels of complexity. Typically a Med Guide and Communication Plan is
required, but some also require Elements to Assure Safe Use (ETASU). The large majority of
existing REMS programs are for drugs dispensed through specialty pharmacies, clinics, and
hospitals, but as REMS become more common they may ultimately have a greater impact on
retail-based products.

The impact of REMS is twofold. First, REMS with ETASU may require the pharmacist
to verify prescriber, patient, and/or pharmacy enrollment in a registry and, in some cases, verify
or check certain information, such as lab results. Second, all REMS, including those without
ETASU, must fulfill FDA-approved reporting requirements. Each REMS program must also
include a program assessment schedule that examines the program’s effectiveness on intervals
approved by the FDA as part of the overall REMS program. The results of these assessments are
submitted to the FDA as part of the ongoing evaluation of REMS program effectiveness.
Accordingly, we propose to include the REMS transactions as part of this proposed certification
criterion. We would also note for commenters’ benefit that the SCRIPT 2017071 testing tool
under development is being designed to support testing these REMS transactions.

We believe that removing the 2015 Edition certification criterion (codified in §
170.315(b)(3)) that references NCPDP SCRIPT version 10.6 and replacing it with an updated e-
prescribing criterion (proposed to be codified in § 170.315(b)(11)) would harmonize with
relevant CMS program timelines, including Part D e-prescribing requirements and the option for

eligible clinicians, hospitals, and CAHs to report on the Query of Prescription Drug Monitoring
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Program (PDMP) quality measure for Promoting Interoperability Programs. However, should
our proposal to adopt the new e-prescribing criterion (8 170.315(b)(11)) be finalized prior to
January 1, 2020, we also propose to permit continued certification to the current 2015 Edition
“electronic prescribing” criterion (8 170.315(b)(3)) for the period of time in which it would
continue to be used as a program standard in the CMS Medicare Part D Program or the CMS
Promoting Interoperability Programs. Once it is no longer used in those Programs, we would no
longer permit certification to that and would remove it from the Code of Federal Regulations.
We will consider setting an effective date for such actions in a subsequent final rule based on
stakeholder feedback and CMS policies at the time. To this point, we note that the continued
acceptability of a Health IT Module certified to the criterion codified in § 170.315(b)(3) for
purposes of meeting the CEHRT definition and participating in the CMS Promoting
Interoperability Programs would be a matter of CMS policy.

3. Clinical Quality Measures — Report Criterion

In the 2015 Edition final rule, ONC adopted four clinical quality measure (CQM)
certification criteria, 8 170.315(c)(1) CQMs — record and export, § 170.315(c)(2) CQMs —
import and calculate, § 170.315(c)(3) CQMs — report, and § 170.315(c)(4) CQMs - filter (80 FR
62649-62655). These four criteria were adopted with the intent to support providers’ quality
improvement activities and in electronically generating CQM reports for reporting with certified
health IT to programs such as the EHR Incentive Programs, Quality Payment Program, and
Comprehensive Primary Care plus initiative. All four CQM criteria require certified health IT to
be capable of generating CQM reports using the HL7 Quality Reporting Document Architecture

(QRDA) Category I standard, which provides CQM reports for individual patients. Specifically,
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we adopted HL7 CDA® Release 2 Implementation Guide for: Quality Reporting Document
Architecture — Category | (QRDA 1); Release 1, Draft Standard for Trial Use (DSTU) Release 3
(US Realm)), Volume 1 (8 170.205(h)(2)). Two of the CQM criteria, CQMs — report (8
170.315(c)(3)) and CQMs — filter (§ 170.315(c)(4)), also require certified health IT to be capable
of generating CQM reports using the QRDA Category Il standard, which provides aggregate
CQM reports for a set of patients. More specifically, we adopted QRDA Category IllI,
Implementation Guide for CDA Release 2 (§ 170.205(k)(1)) and the Errata to the HL7
Implementation Guide for CDA® Release 2: QRDA Category Ill, DSTU Release 1 (US Realm),
September 2014 (8§ 170.205(k)(2)).

The “CQMs — report” certification criterion (8 170.315(c)(3)) includes an optional
certification provision for demonstrating that the health IT can create QRDA reports in the form
and manner required for submission to CMS programs, which is in accordance with CMS’
QRDA Implementation Guide (1Gs).? The CMS QRDA IGs include specific requirements to
support providers participating in CMS programs in addition to the HL7 IGs. At the time of the
finalization of the 2015 Edition final rule and in response to public comment, we noted that there
was mixed feedback on whether this criterion should require adherence to the HL7 QRDA
Category | and Category Il standards or solely to the CMS QRDA IGs. As such, we adopted an
approach that allowed for flexibility and only required that certified health IT support the HL7
QRDA standards, which are program-agnostic and can support a number of use cases for
exchanging CQM data. Because the criterion has the optional provision for CMS program-

specific certification, developers can also support their end-users who intend to use their certified

2 https://ecqi.healthit.gov/grda-quality-reporting-document-architecture
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health IT to report eCQMs to CMS in the “form and manner” CMS requires (i.e., using the
format specified in the CMS QRDA 1Gs) (80 FR 62652).

Since the 2015 Edition final rule was published (October 16, 2015), we have gained
additional certification experience and received feedback from the industry that health IT
certified to the “CQMs-report” criterion (§ 170.315(c)(3)) are only/primarily being used to
submit eCQMs to CMS for participation in CMS programs. Therefore, as a means of reducing
burden, we propose to remove the HL7 QRDA standard requirements from the 2015 Edition
CQMs — report criterion in § 170.315(c)(3), but require that health IT certified to the criterion
support the CMS QRDA IGs. This would directly reduce burden on health IT developers and
indirectly providers as they would no longer have to, in practice, develop (health IT developers)
and support (both developers and providers) two forms of the QRDA standard (i.e., the HL7 and
CMS forms). We note that the Fast Health Interoperability Resources (FHIR) standard offers the
potential for supporting quality improvement and reporting needs and promises to be a more
efficient, modular, and interoperable standard to develop, implement, and utilize through APIs.
However, until the potential benefits of FHIR APIs can be realized for quality improvement and
reporting, we believe that solely requiring the CMS QRDA IGs for the “CQMs — report”
criterion balances the burden to developers and providers, while still meeting the goal of
facilitating quality improvement and reporting to CMS.

To support the proposal, we propose to incorporate by reference the latest annual CMS

QRDA 1Gs, specifically the 2019 CMS QRDA | Implementation Guide for Hospital Quality
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Reporting?* and the 2019 CMS QRDA I11 Implementation Guide for Eligible Professionals (EPS)
and Eligible Clinicians.?® A Health IT Module would need to be certified to both standards to
provide flexibility to providers. However, we solicit comment on whether we should consider an
approach that permits certification to only one of the standards depending on the care setting for
which the product is designed and implemented. We also solicit comment on the future
possibility of FHIR-enabled APIs replacing or complementing QRDA reports for quality
reporting and improvement.

If we finalize this proposal in a subsequent final rule, we propose to adopt the latest CMS
QRDA 1Gs at the time of final rule publication, as CMS updates their QRDA 1Gs annually to
support the latest eCQM specifications and only accepts eCQM reporting to the latest version.
We note that this approach would also facilitate a means for ONC to permit developers to update
its certified health IT to newer versions of the CMS QRDA IGs through the real world testing
Maintenance of Certification provision for standards and implementation specification updates in
support of ongoing interoperability (see section VI1.B.5 of this proposed rule).

4. Electronic Health Information Export

We propose to adopt a new 2015 Edition certification criterion for EHI export in 8
170.315(b)(10). This criterion is intended to provide patients and health IT users with a means to
efficiently export the entire electronic health record for a single patient or all patients in a
computable, electronic format, and facilitate the receiving health IT system’s interpretation and

use of the EHI, to the extent reasonably practicable using the developer’s existing technology.

24 https://ecqi.healthit.gov/system/filessfQRDA HOR 2019 CMS IG final 508.pdf
25 https://ecqi.healthit.gov/system/files/2019 CMS QRDA 111 _Eligible Clinicians and EP 1G-508.pdf
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This outcome would promote access, exchange, and use of EHI and facilitate health care
providers’ ability to switch health IT systems or to migrate EHI for use in other technologies.
Additionally, as discussed in section VI1.B.2 of this preamble, certification to this criterion
would provide some degree of assurance that a health IT developer supports, and does not
inhibit, the access, exchange, and use of EHI for the specific use cases that the criterion
addresses.

This proposed criterion supports two specific use cases for which we believe that all EHI
produced and electronically managed in a developer’s technology should be made readily
available for export as a standard capability of certified health IT.

First, we propose that health IT certified to this criterion would have to enable the export
of EHI for a single patient upon a valid request from that patient or a user on the patient’s behalf.
This patient-focused export capability, which is discussed in more detail below, complements
other provisions of this proposed rule that support patients’ access to their EHI including
information that may eventually be accessible via the APIs described in section VI1I.B.4 of this
preamble. Ultimately, we expect all data to be transferred through APIs or other advanced
technologies. EHI export also supports longitudinal data record development, and aligns with
section 4006(a) of the Cures Act, which requires [t]he Secretary, in consultation with the
National Coordinator, [to] promote policies that ensure that a patient’s EHI is accessible to that
patient and the patient’s designees, in a manner that facilitates communication with the patient’s
health care providers and other individuals, including researchers, consistent with such patient’s

consent.
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Second, this criterion would support the export of EHI when a health care provider
chooses to transition or migrate information to another health IT system. As discussed in section
VII1.C.5.c.iii of this preamble, health IT developers are in a unique position to block the export
and portability of data for use in competing systems or applications, or to charge rents for access
to the basic technical information needed to facilitate the conversion or migration of data for
these purposes. By providing at least a baseline capability for exporting EHI in a commercially
reasonable format, we believe that this criterion would help to address some of these business
practices and enable smoother transitions between health IT systems.

This criterion is intended to further the two use cases outlined above while providing an
incremental approach given the known and anticipated health IT landscape when ONC expects
certified health IT with this functionality will be widely available in the ecosystem. At the time
of this rulemaking, we believe a focused certification criterion that is standards-agnostic will
provide a useful first step to enabling patients to request and receive their EHI and for providers
to more readily switch or migrate information between health IT systems. Understanding that
open, standards-based APIs are an emerging technology and that some health IT developers
today have implemented proprietary APIs, this proposed criterion for EHI export provides an
initial method for exporting patient health information in these circumstances. Over time, ONC
may consider expanding the proposed criterion or replacing it to achieve the goals in § 170.402.
It is also possible that in the future, this criterion will no longer be needed once standards-based
APIs are widely available in the health IT ecosystem with the ability to facilitate exchange of a

wider set of standardized data elements per the predictable, transparent, and collaborative
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process to expand the USCDI (see the discussion of the AP1 Condition of Certification and the
proposed API criterion in § 170.315(g)(10) in VI1.B.4 for additional information).
a. Patient Access

As noted above, the export functionality required by this certification criterion would
support both a patient’s access to their EHI and a provider’s ability to switch to another health IT
system. In the patient access context, we propose that a user must be able to timely execute the
single patient EHI export at any time the user chooses and without subsequent developer
assistance to operate. The health IT developer should enable the user to make data requests and
receive the export efficiently, without unreasonable burden. For example, the health IT developer
should not: require the user to make a request multiple times for different types of EHI; provide
unreasonable delays for the export; or prohibit reasonable user access to the system during the
export process.

“Timely” does not mean real-time; however, we stress that any delays in providing the
export must be no longer than reasonably necessary to avoid interference with other clinical
functions of the health IT system. This is similar to the approach we have taken for export of
clinical quality measure data. The export capability does not require that data be received
instantaneously. Rather, as we have stated before (80 FR 62650) a non-conformity would exist if
surveillance revealed that processing or other delays were likely to substantially interfere with
the ability of a provider or health system to view and verify their CQM results for quality
improvement on a near real-time basis. Similarly, a non-conformity would exist if delays were
causing or contributing to users being presented with data files that no longer contained current,

accurate, or valid data. To avoid these implementation issues and ensure that capabilities support
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all required outcomes, health IT developers should seek to minimize processing times and other
delays to the greatest extent possible.?®

As previously defined under the Program, “user” is a health care professional or his or
her office staff; or a software program or service that would interact directly with the certified
health IT (80 FR 62611, 77 FR 54168). We typically would expect the “user” in this case to be a
provider or his or her office staff who will be performing the request on behalf of the patient
given that a request of this nature would likely occur in the context of an individual exercising
their right of access under the HIPAA Privacy Rule (45 CFR 164.524). In this regard, the
proposed 2015 Edition “EHI export” criterion could facilitate and support the provision of a
patient’s record in an electronic format. In service to innovative and patient-centric approaches, a
health IT developer could develop a method that allows the patient using a technology
application (e.g., portal or “app”) to execute the request without needing a provider to do so on
their behalf. We seek comment on whether this portion of the criterion should be made more
prescriptive to only allow the patient and his or her authorized representative to be the requestor
of their EHI, similar to how we have previously scoped such criteria as “view, download, and
transmit to 3" party” (§ 170.315(e)(1)).

Similar to the 2015 Edition “data export” certification criterion (8 170.315(b)(6)), which
we propose for removal below, we acknowledge potential privacy and security concerns may
arise when EHI is exported and, therefore, propose that for provider-mediated requests, a
developer may design the health IT to limit the type of users that would be able to access and

initiate EHI export functions. However, as we previously specified in the 2015 Edition final rule,
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the ability to “limit” the single patient EHI export functionality is intended to be used by and at
the discretion of the provider organization implementing the technology, not a way for health IT
developers to implicitly prevent the overarching user-driven aspect of this capability (80 FR
62646).

b. Transitions Between Health IT Systems

In addition to and separate from the patient access use case described above, health IT
certified to this criterion would facilitate the migration of EHI to another health IT system. We
propose that a health IT developer of health IT certified to this criterion must, at a customer’s
request, provide a complete export of all EHI that is produced or managed by means of the
developer’s certified health IT. Health IT developers would have flexibility as to how this
outcome is achieved, so long as a customer is able to receive the export in a timely and efficient
manner, and in a format that is commercially reasonable. For example, in contrast with the
patient export capability, which must be available to a user without subsequent developer
assistance to operate, the “database export” capability of this criterion could require action or
support on the part of the health IT developer.

We note that while this criterion focuses on the technical outcomes supported by this
capability, developers of health IT certified to this criterion would be required to provide the
assurances proposed in § 170.402, which include providing reasonable cooperation and
assistance to other persons (including customers, users, and third-party developers) to enable the
use of interoperable products and services. Thus, while developers would have flexibility as to
how they implement the export functionality for transitions between systems, they would

ultimately be responsible for ensuring that the capability is deployed in a way that enables a
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customer and their third-party contractors to successfully migrate data. Such cooperation and
assistance could include, for example, assisting a customer’s third-party developer to automate
the export of EHI to other systems. We refer readers to section VI1.B.2 of the proposed rule for
further discussion of a health IT developer’s assurances as proposed in § 170.402.

c. Scope of EHI

For both use cases supported by this criterion, EHI export encompasses all the EHI that
the health IT system produces and electronically manages for a patient or group of patients. This
applies to the health IT’s entire database, including but not limited to clinical, administrative, and
claims/billing data. It would also include any data that may be stored in separate data warehouses
that the system has access to, can produce, and electronically manages. For example, health IT
developers may store EHI in these warehouses to prevent performance impacts from data queries
that may slow down the “main” health IT system’s (e.g., EHR) clinical performance. We clarify
that “EHI” also includes the oldest EHI available on that patient to the most recent, no matter the
specific electronic format (e.g., PDFs are included). As mentioned above, our intention is that
“produces and electronically manages” refers to a health IT product’s entire database. However,
we seek comment on the terminology used (“produces and electronically manages”) and whether
that captures our intent or whether there are any alternatives to the language we should consider
to further clarify our intent. Alternative language we considered included *“produce and
electronically retain” data, which could encompass more data.

The use of the term “electronic health information” (EHI) is deliberate and in alignment
with the Cures Act and the proposed definition of this term in 8§ 170.102. Its use supports
consistency and the breadth of types of data envisioned by this criterion. Clinical data would
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encompass imaging information — both images and narrative text about the image — as this is part

of the patient’s total record; however, we understand that EHRs may not be the standard storage

location for images and solicit comment on the feasibility, practicality, and necessity of
exporting images and/or imaging information. We request comment on what image elements, at

a minimum, should be shared such as image quality, type, and narrative text. It is understandable

that developers will not be able to export every existing data element, nor that all possible data

elements are necessary for transfer. For finalization in a subsequent final rule, we solicit
comment on whether we should require, to support transparency, health IT developers to attest or
publish as part of the export format documentation the types of EHI they cannot support for
export.

We also propose the following metadata categories that would be excluded from this
criterion, and have listed examples for clarity below. We seek comment on these exclusion
categories, and request feedback on what metadata elements should remain included for export,
or be added to the list of data that would be allowed to be excluded in a subsequent final rule:

e Metadata present in internal databases used for physically storing the data. Examples include:
internal database table names, field names, schema, constraints, Triggers, Field size (number
of bytes), Field type (String, integer, double, long), and Primary keys or object identifiers
used internally for querying.

e Metadata that may not be necessary to interpret EHI export, including information that is
typically required for processing of transactions such as encryption keys, internal user roles,
ancillary information such as information stored in different formats, local codes for internal
use; audit logs, record reviews, or history of change.
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e Metadata that refers to data that is not present in the EHI export, such as links to files and
other external attachments that are not part of the export, and information used in conjunction
with data from other applications that is not part of the health IT.

We also seek comment, for consideration in finalizing this criterion in a subsequent final
rule, on types of EHI that may present challenges for meeting the intent of this proposed
criterion.

d. Export Format

The proposed certification criterion does not prescribe a content standard for the EHI
export. However, it requires health IT developers to provide the format, such as a data dictionary
or export support file, for the exported information to assist the receiving system in processing
the EHI without loss of information or its meaning to the extent reasonably practicable using the
developer’s existing technology. Providing EHI export information is consistent with emerging
industry practices and capabilities to offer requestors the ability to access, download, and move
their information without unreasonable burden. Companies such as Facebook,?” Google,? and
Twitter?® offer publicly-available links which provide requestors necessary information on how
to download their personal information including, in some cases, several download options for
requestors alongside their export instructions. Public access to comparable EHI export
information would further support third-party companies in this space, as they would have
additional information and general knowledge for use of available data. Accordingly, we propose

that the developer’s export format should be made publicly available via a hyperlink as part of
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certification to the “EHI export” criterion, including keeping the hyperlink up-to-date with the
current export format.

We believe that by making the export format publicly available at the time of certification
(and keeping the information current) will stimulate a vibrant, competitive market in which third-
party software developers can specialize in processing the data exported from certified health IT
products in support of patients and providers. Moreover, we believe this proposal will transform
today’s current guess-work, one-off processes into something more predictable and transparent
such that greater industry efficiencies can be realized. We note and clarify that the export format
need not be the same format used internally by the health IT system, and the health IT developer
would not need to make public their proprietary data model. The proposed certification criterion
also does not prescribe how the exported EHI is made available to the user, as this may depend
on the size and type of information. We would expect that the information be made available to
the user or requestor in an acceptable manner without placing unreasonable burden on the user or
requestor. Please also generally see our discussion of information blocking in section VI1II and
particularly section VIII1.D.5.

e. Initial Step to Persistent Access to All of a Patient’s EHI

We believe that open, standards-based APIs should provide persistent access to patients’
EHI over time to achieve the envisioned goals in 8 170.404. In the meantime, this proposed
criterion in 8 170.315(b)(10) will provide an initial step toward achieving those goals. We clarify
that “persistent” or “continuous” access to EHI is not required to satisfy this criterion’s
requirements and that the minimum requirement is for a discrete data export capability.

Similarly, while the criterion requires the timely export of all EHI, such export need not occur
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instantaneously (or in “real-time”). However, health IT developers are encouraged to consider
persistent access and real-time approaches as part of the step-wise progression we see towards
open, standards-based APIs for a growing number of data elements per the USCDI in the
proposed “standardized API for patient and population services” criterion (8 170.315(g)(10).”
Further, we caution that where it is reasonable for a developer to provide persistent or real-time
access to electronic health information, the refusal to do so may be inconsistent with the
Conditions of Certification in § 170.401 (information blocking) and § 170.402 (assurances
related to this capability), as well as the information blocking provision, as to which readers
should refer to sections VII and V111 of this proposed rule. Similarly, while this certification
criterion would provide a baseline capability for exporting data for the specific use cases
described above, health IT developers may need to provide other data export and conversion
services or support additional export use cases beyond those encompassed by this criterion to
facilitate the appropriate access, exchange, and use of electronic health information and to avoid
engaging in information blocking.
f. Timeframes
ONC seeks input on EHI export and timeframes. In particular, beyond exporting

all the EHI the health IT system produces and electronically manages, should this

criterion include capabilities to permit health care providers to set timeframes for EHI

export, such as only the “past two years” or “past month” of EHI?

For discussion of the required timeframe for developers of certified health IT to certify to

this proposed criterion and make it available to their customers, please see Section VII.B.2,
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which addresses a health IT developer’s required assurances regarding the availability and
provision of this EHI export capability to its customers.
g. Replaces the 2015 Edition “Data Export” Criterion in the 2015 Edition Base
EHR Definition

We propose to remove the “data export” criterion (8 170.315(b)(6)) from the 2015
Edition, including the 2015 Edition Base EHR definition expressed in § 170.102.
Correspondingly, we propose to include the proposed “EHI export” criterion (8 170.315(b)(10))
in the 2015 Edition Base EHR definition, which would affect health care providers’ compliance
responsibilities when it comes to possessing CEHRT for associated CMS programs. A specific
C-CDA data export criterion no longer supports advancements in interoperability in the evolving
health IT industry. The proposed “EHI export” certification criterion is standards-agnostic and
supports a more open approach to interoperability. More specifically, the proposed “EHI export”
criterion differs significantly from the “data export” certification criterion as the latter is limited
to clinical data as specified in the C-CDA. Also, the proposed “EHI export” criterion is not
limited to just the scope of the certified capabilities in the certified Health IT Module as it
applies to all produced and electronically managed EHI. Further, by including this functionality
in the 2015 Base EHR definition, we can be assured that health care providers participating in
the CMS programs (e.g., Promoting Interoperability Programs) have functionality to both
support patient requests for their EHI and switching health IT systems.

We propose to modify the Base EHR definition to include the proposed “EHI export”
criterion 24 months from the effective date of the final rule for this proposed rule (which

practically speaking would be 25 months because of the 30-day delayed effective date). We
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believe this is sufficient time for health IT developers to develop, test, certify, and rollout this
functionality to health care providers based on the flexible approach offered for meeting this
criterion. We also believe this timeframe provides sufficient time for health care providers to
adopt and implement the functionality included in the “EHI export” criterion. To note, we refer
readers to the “Assurances” Condition and Maintenance of Certification requirements in section
VII.B.2, which propose complementary requirements on health IT developers to rollout health IT
certified “EHI export” within 24 months of the effective date of a final rule for this proposed
rule. We welcome comments on our proposed compliance timeline.

We note that we do not propose a transition period for the “data export” criterion. We
propose to remove the criterion from the 2015 Edition upon the effective date of a final rule for
this proposed rule. Unlike the “application access — data category request” criterion (which we
propose to replace with the new API criterion in this proposed rule), the “data export” criterion
does not support an objective or measure under the CMS Promoting Interoperability Programs.
Therefore, we do not believe that health IT developers and health care providers need to support
the functionality in the “data export” criterion while they transition to the development, adoption,
and implementation of the EHI export criterion. This approach should reduce burden and costs
for both health IT developers and health care providers. We welcome comments on this
approach, including whether this will leave health care providers without an export capability for
an inordinate period of time such that we should require health IT developers to support the “data
export” functionality for health care providers until the health IT developer attests to providing

the new EHI export functionality to all of its customers.
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Readers are also referred to the Regulatory Impact Analysis in section XIV of this
proposed